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yHVIBepCaﬂbeIVI ycunurternb 6€CﬂpOBOﬂ,HOFO CurHana,

ckopocTb go 300 M6uT/c

TL-WA8S50RE

KomMnneKkT noctaBku

B koMnnekT noctaBku BXOAUT:

YHuBepcanbHbI yeunutens 6ecnpoBOAHOro curHana, ckopoctb Ao 300 Mout/c

» Kabenb Ethernet
» PykoBoacTBO No BbICTPON HAaCTponKe
» KomnakTt-guck ¢ gononHutensHom nHgpopmaunen no mogenn TL-WAB50RE, skntovas:

e Hacrosuee pykoBoacTBo

& MMpumeuaHue:

Y6eantecb, 4YTO ynakoBKa COOEPXMWT BCe BbllenepeyvncneHHoe. Ecnu kakon-nnbo npegmet
OTCYTCTBYET UM NOBPEXAEH, CBAXKUTECH C BalLMM NMPOAaBLOM.

NUcnonb3oBaHne HaMMeHOBaHUM

YnoMmvHaeMble B AaHHOM PYKOBOACTBE MONb30BaTENs CMOBOCOYETAHMS «yCUNUTENb CUrHana,
«ycTporcTteo» unm «TL-WAB50RE» o6o3HavaloT YHuBepcarnbHbI ycunutenbs 6ecnpoBogHOro
CuUrHana co CKopoCTblo nepedayn gaHHbix o 300 Mout/c mogenn TL-WAB50RE 6e3 kakux-nubo
AONOMHUTENbHBIX 3HAYEHUIA.

MapameTpbl, YyKasaHHble Ha W300paXeHUsIX, SBNAKTCA WUCKMIOYUTENBHO  CMNPaBOYHbLIMU
pekoMeHaaLUnsaM No HacTPOWKe YCTPOWCTBA U MOTYT OTNNYATLCS NPY UCMONb3oBaHNK. Bbl MoxeTe
HacTpoUTb NapamMeTpbl B 3aBUCUMOCTU OT BalUMX NOTPeBHOCTEN.

Bunka wrtencens nutaHus MOXET OTNM4aTbCcs OT yKa3aHHOl7I Ha M306pa)KeHVIVI B CBA3N C
pa3nmM4YHbIMN permoHanbHbIMX CTaHOaApPTaMU K CETAM 3NEeKTPONUTaHnA. B naHHOM pyKkoBOACTBE B
Ka4dyecTBe rnpmuMepa paccMaTpmBaeTCA BapuaHT BUNTKUA NMUTAHUA ONA UCNOJ1b30OBAHUA B CTpaHax
EC.




yHVIBepCaﬂbeIVI ycunurternb 6€CﬂpOBOﬂ,HOFO CurHana,

ckopocTb go 300 M6uT/c

TL-WA8S50RE

naBa 1 BBeageHue
1.1 0OG630p

YHuBepcanbHbln  ycunutens ©HecnposogHoro curHana TL-WA850RE npeagHasHayeH Ans
cosfaHusa peweHunn knacca SOHO. YCTponcTBO NO3BONUT BaM pacLLUMpUTb 30HY NOKPbLITUS Ballen
cyulecTtsylollen 6GecrnpoBogHOM ceTM U yBenMuuTb €€ MOOUNbHOCTb, OAHOBPEMEHHO
npegocTaBndAs BO3MOXHOCTb  MOAKMIOMEHUA MNPOBOAHOIO YCTpowWcTBa K 6GecnpoBogHon

MHdpPacTpyKType.

Bnarogaps nogaepxke TexHonornn IEEE 802.11n gaHHOe ycTpoNCTBO cnocobHo obecneyvnBaTb
OecnpoBogHylo nepegady AaHHbiXx Ha ckopoctm go 300 Mo6wut/c. Bnaropgapsa nopaepke
MHOXeCTBEHHbIX YHKLUMI 3aLUmThl, BKIoYaoLwmx B cebsa 64/128/152-6utHoe wudgposaHne WEP
n wudposaHme WPA2-PSK, WPA-PSK, yHuBepcanbHbin ycunuTtenb 6ecnpoBogHOro curHana
TL-WAB850RE o6ecneumBaeT NosHy KOHpMAEHUNANBHOCTb BalLMX AaHHbIX.

YCTpONCTBO noagepKmBaeT BO3MOXHOCTb MPOCTOr0 MNOAKMIOYEHUS K KOPHEBOW TOMKe
poctyna/maplupytusaTtopy (¢ nopaepxkon dyHkumm WPS/QSS) 6narogaps kHonke RE Ha
nuueBon naHenu. YCTPOMCTBO Takke MOAAEPXKMBAET BO3MOXHOCTb MPOCTON HACTPOWKA U
ynpaBneHus ¢ NoOMoLLbo Be6-yTunutel. [laxke ecnu Bbl He obnagaeTte onbiToM paboThl C ceTeBbLIM
obopygoBaHuemMm, bnarogapa OaHHOMY PYKOBOACTBY Bbl CMOXETE CaMOCTOSTENbHO NPOU3BECTU
HacTponky. [lepeg yCTaHOBKOM YCTPOWCTBA, NOXamnywmcta, O3HAaKOMbTECb C  [OaHHbIM
PYKOBOACTBOM AJ11 MONyYeHnsi NoapoOHon nHdopmauum o yCTponcTBe.

1.2 OCHOBHbIE XapaKTepPUCTUKN

» [loppepxka TexHonornm IEEE 802.11n

» [lopoepxka MHOXECTBEHHbIX TUNOB 3aWNThbI: 64/128/152-6uTtHoE WEP "
WPA-PSK/WPA2-PSK

BcTtpoeHHbin DHCP-cepBep
OpauH pabounin pexum: Yecunutens 6ecnpoBogHOro curHana

BoamoxHOCTb 06HOBNEHUSA BCTpoeHHoro 10

YV V V V

Mopnepxka Beb-ynpaBneHns yCTporicTBOM




TL-WAS850RE

YHI/IBepcaJ'IbeIVI ycunuTternb GGCI'IpOBOﬂHOFO curHana,

ckopocTb o 300 M6ut/c

1.3 BHewHun BUA ycTponucTaa

1-1

Puc.

® OnucaHue CBeTOAMOOHbLIX MHOMKATOPOB:

UHaukaTop CocTtosHMe O6o3HauyeHue
Foput CoeanHeHve ycTaHOBIMEHO.
RE
(Younutens MuraeT TL-WAB850RE nblTaeTcs ycTaHOBUTb COEAUHEHME.
curHana) BhiKn CoeanHeHne He YCTaHOBMEHO.
Wireless Bbikn BecnposogHoe BewaHne TL-WAB8S0RE BbikntoveHo.
(BecnpoBogHas
nepeaaya AaHHbIX) Mwuraet BbecnpoBogHoe BewaHne TL-WAB50RE BkntoueHo.
Power Bbikn TL-WAB850RE BbikntoueH.
(MuTaHue) loput TL-WAB850RE BkntoyeH.
Bbikn HeT noakntoyeHHbIx k nopty ETHERNET ycTtponcTs.
FoouT K nopty ETHERNET nogkntoyeHo yCTpOMCTBO, HO OHO He
Ethernet P aKTMBHO (HeT npuémal/nepenayn JaHHbIX).
Muraet K nopty ETHERNET nogkmno4yeHO yCTPOMCTBO W OHO
aKTUBHO (NpomMcxoanT Npmém/nepegada OaHHbIX).
TL-WAS850RE nopgkniodeH K maplipytmusatopy. bonbliee
FopuT (1-5) YNCMO TOpsAWMX MONIOC MHOUKaTopa O3HavaeT Oornee
P HaaéxHoe coenHeHne TL-WAS850RE c
MoLwHocTb curHana MapLUpyTM3aTOPOM.
il | M CoeavHeHne TL-WAB850RE C MapLLpyTU3aTopOMm
vraet yCTaHOBNEHO, HO 6e3 focTyna K NHTepHerT.
CoeavHenne TL-WAB50RE c¢ MmapwpytusatopoM He
He ropur A PUIPY P

YCTaHOBIEHO.

Tabnuua 1-1




YHVIBepcaJ'IbeIVI ycunuTternb GGCI'IpOBOﬂHOFO curHana,

ckopocTtb go 300 Méwut/c

TL-WAS850RE

(@) (Knonka RANGE EXTENDER/WPS): Ecnu Baww 6ecnpoBogHov MapLupyTusaTop unm
Touka goctyna nogaepxusatoT dyHkumio WPS nnn QSS, 1o ans toro, 4tobbl YyCTaHOBUTL
HagéxHoe coedunHeHWe Mexay 6ecnpoBOAHOM TOYKOWM AOCTyna/MapLupyTusaTopom W
ycunutenem curHana TL-WAB850RE, Bbl moxeTe Haxatb kHonky WPS wnn QSS Ha
MapLpyTusaTope/Touke poctyna u 3atem Haxatb kHonky RANGE EXTENDER Ha
6GecnpoBOOHOM ycunuTene curHana.

KHonka RESET: [JaHHasa KHoOMka MCMOSb3yeTcs AN BOCCTAHOBIEHUS 3aBOACKMX HACTpPOeK
Ha ycunuTtene 6ecnpoBogHoro curHana. CyuwiectByeT ABa cnocoba BepHyTb 3aBOACKME
HaCTPOWKN Ha YyCTPOUCTBE:

Cnocob 1: [Npun BKNIOYEHHOM NUTAHUN YCUNUTENSA CUrHana ¢ NOMOLLbIo OynaBkyn HaXMUTE U
yoepxuante kHonky RESET (okono 8 cekyHg) 4o Tex mop, noka curHam cBeToAUOLHOro
WHOMKATOpa He W3MEHWTCA C MeasleHHO Murawuwero Ao 6bicTpo murawowero. 3atem
OTMYCTUTE KHOMKY U NOAOXKAUTE, NOKa YCTPOWCTBO BbIMOMHUT NOMHYIO nepesarpy3ky n cobpoc
BCEX HAaCTPOEK A0 3aBOACKMX 3HAYEHUN.

Cnoco6 2: Bbl MoXeTe BbIMOMHWTL BO3BpAT 3aBOACKMX HACTpOeKk 4epe3 BeG-yTUNuTy
yCTPONCTBa B MeHi0 CUCTEMHbIE MHCTPYMEHTbI > 3aBOACKUE HAaCTPOMKM.

Mopt ETHERNET: OguH nopt Ethernet 10/100 M6ut/c (pasbém RJ45) ncnonbsyetca aons
npegoctaBneHnss 6ecnpoBOAHOIO MNOAKMIOYEHNS MPOBOAHLIM YCTPOWCTBaM, TakuMM Kak
npuctaekm IPTV, undpoBble BuaeoperncTpatopbl, Urposble KoHconu u T.4. Obpatute
BHMMaHWe, YTO ANsi OAHHOro rnopTa HEBO3MOXHO MOAKMYEHME K MapLipyTM3aTopy Wim
TO4YKe AocTyna.




YHI/IBepcaJ'IbeIVI ycunuTternb GGCI'IpOBOﬂHOFO curHana,

ckopocTb o 300 M6ut/c

TL-WAS850RE

maBa2 YcTtaHOBKa ycTpoucTBa

2.1 Tlepen Hayanom HaCTPOUKMU

Moxanyncta, BHUMATENbHO MNPOYMTaANTE PYKOBOACTBO MONb30BaTENs MNeped HacTPOMKOM U
ncrnonb3oBaHmeM obopynoBaHng. Pabounn gnana3oH 6ecnpoBOAHON CETU MOXKET 3HAYNTESbHBIM
06pa3oM N3MEHATLCSA B 3aBUCMMOCTHU OT (PM3NYECKOTO pacnonoXxeHms 6ecnpoBOAHbIX YCTPOMCTB.
MeTannuyeckMe KOHCTPYKUMKW, CTEHbl, nperpagbl - 3TO (akTopbl, CMNOCOOHbIE OCnabuTb
OecnpoBogHOM CuUrHan unM ctaTb MOMEXOW [Onsi pPagvMoBONH Balwen 6GecnpoBogHOM ceTu.
TunNn4YHbIN oxBaT 30HbI 6ECNPOBOAHON CETU MOXKET M3MEHSATLCS B 3aBUCUMOCTM OT UCMONb3yEMbIX
CTPOUTENBHbIX MaTepuanoB U (GOHOBOIro pagMo4acTOTHOrO LWyma Yy Bac goma unu B ocuce.

Onsa toro 4ytobbl TL-WA850RE vmen Havnydwme nokasaTenu Npov3BOOMTENbHOCTU, criegynte
HWXKeyKasaHHbIM ~ MHCTPYKUMAM  ONsi  OOCTWXKEHWS UAeanbHOro  MecTopacnonoXeHusi
(noxanyncrta, ybeautecb, 4TO YCTPOWCTBO B JIIOOOM Cryvae HaxoauTcs B Npegenax 30Hbl
MOKPLITUSA CUrHana 6ecnpoBOAHOIO MapLIpyTU3aTopa/To4kn JocTyna).

1) lMocepeduHe mexdy — Yalle Bcero naeanbHbIM pacnonoxeHmeMm yctponctea TL-WA850RE
ABNSETCS yCTaHOBKa nocepeanHe mexay 6ecnpoBoHbIM MapLLpyTU3aTOPOM U KITMEHTCKUM
ycTponcTBoM. Ecnn ypoBeHb 6ecnpoBOAHOro curHana siBNAeTCs HeyAOBNeTBOPUTENbHbIM,
Bbl MoXeTe yctaHoBuTb TL-WAB50RE 6nmke k 6ecnpoBogHOMY MapLUpyTM3aTopy/TOYKe
poctyna.

e

2) Omcymcmeue npeepad u Haru4yue OMKpPbIMOo20 fnpocmpaHcmea — Ybepute npenaTcTens
Ha nytm wmexagy TL-WAB50RE wu 6ecnpoBogHbiM MapLupyTu3aTopom. Jlydwe Bcero
yCTaHaBnNMBaTb YCTPONCTBO B NPOCTOPHbIX MOMELLEHUAX, TaKUX Kak KOpUaopsbl.

3) Omcymcmeue nomex — YcTtaHaenusante TL-WAB850RE Baanu oT yCTPOWCTB, CMOCOGHbIX
Bbl3blBaTb pPagMoOYacTOTHblE MOMEXW Ha TakoW Xe 4vacTtoTe, Ha KOTopon paboTaer
TL-WAB850RE, Hanpumep yctponctBa  Bluetooth, GecnpoBogHble  TenedoHsbl,
MUWKPOBOIHOBbLIE Meyu 1 T.M.

4) 3 cueHanbHbIX uHOUKamopa — Bbl Takke CMOXETe HaUTK ngeanbHOE MECTOPACMONOXEHNe
Mo KONMYECTBY FOPSALUMX CUrHamNbHbIX MHAMKATOPOB Ha nuueBon naHenu TL-WAS850RE.
[aHHble nHamMkaTopbl 0TOOpaXKaloT MOLLHOCTb CUrHana, KOTOpbIn Ball yCUNuTenb nony4vaet
OT 6eCnpoBOAHOrO MapLLpPyTM3aTopa/KOPHEBOM TOYKM AOCTyNa. [Nsi XOPOLIMX NoKkasaTenemn
NPOM3BOANTENBHOCTM PEKOMEHAYETCs, YTOObI Bbl YCTaHaBNMBanM YCTPOMCTBO B TaKOM
mecTe, rae OyayT ropeTb, NO KpanHen Mepe, 3 CUrHarnbHbIX MHOUKaTopa.




YHMBepcaanbM ycunuTternb GGCHDOBO}JHOFO curHana,

ckopocTb o 300 M6ut/c

TL-WAS850RE

& MpumeyaHue:

Mbl pekoMeHayeM, 4Tobbl Bbl NOAKMOYANUCH K YCUMMTEND cUrHana B criydyae oTCyTCTBUS Y Bac
Ka4yeCTBEHHOro AOMaLLHEro CeTEBOro NOAKMIYEHUS, UNK Koraa Bam Heobxoamma Gonbluas 30Ha
MOKPLITUS CETU AN YCTPaHEHUS1 KMEPTBLIX 30H». B COOTBETCTBMM C NPOTOKONOM 6ecnpoBOAHON
nepefayn OaHHbIX BCE YCUIMUTENM CUrHama HacTpoeHbl Ha paboTy B MOMyAynreKCHOM Wnu
nonHoaynnekcHoM  pexume. [dpyrumu  crnoBamu, ©ecnpoBOAHOW — ycuUnuUTenb curHana
npegHasHadyeH pAna  obpabaTbiBaHUS OOHOCTOPOHHEN CBA3M MexXAy BallMM KOPHEBbIM
6ecnpoBOAHBIM MapLLPYTU3aTOPOM/TOUKOWM AOCTYNa U KIIMEHTCKMM YCTPOWCTBOM, Takum obpasom
Bpemsi nepefayn yBenmymMBaeTcs BABOE M CKOPOCTb COedMHEHMs1 ByaeT noHuxkKeHa.

2.2 OcHoBHble TpeboBaHuA

e YcTaHOBWTE Ball yCUMMTErMb CUrHaNa B XOPOLUO BEHTUNMPYEMOM MecTe Banu OT NpsiMbIX
COJTHEYHbIX Ny4Yen n yCcTponcTB oborpesa.

e OcrtaBbTe, MO KpariHen Mmepe, 5 cM NPOCTpaHCTBa BOKPYr YCTPOWCTBA AN 0TBOAA Tenna.

e OrTkniovante Baw ycunuTenb curHana BO BPeMsi rpo3bl BO u3bexaHue noBpexaeHUs
yCTpOWCTBa.

e Wcnonbayinte Beb6-6paysep Microsoft Internet Explorer Bepcun 5.0 unu Bbiwe, Netscape
Navigator Bepcun 6.0 nnm Bbiwe.

e Pabouas Temnepatypa yctponctea: 0°C~40C

e Pabouas BnaxHocTb ycTporncTtea: 10%~90% (be3 obpasoBaHuns koHOeHcaTa).

2.3 ToaknioyeHue ycTpomcTBa

WNHTepHeT

DSL-mopmem

Y TL-WABS0RE

—
BecnpoBoaHOM MapLUpyTH3aTop BecnpoBoaHbIE KIMEHTbI

(HoyTByK\nnanweT\cmapTdoHw T.0.)

Puc. 2-1 TunmnyHnbin cnocod noaxntoyerHus TL-WA850RE

UtoObl npaBunbHO MOAKNIOYMTL ©OecnpoBOAHOW YCUMMMTENb CUrHana, crnegymite OaHHbIM
NHCTPYKLUMAM:
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Mopkntounte KabenbHbin/DSL mMogem K ©ecnpoBOAHOMY MapLupyTM3aTopy C MOMOLLBH
kabens Ethernet.

Mogkniounte TL-WAB50RE K cTaHOapTHOM 9nekTpoposeTke, Haxoaswenmcs psgom ¢
©ecnpoBoAHbIM MapLUPYTM3aTOPOM.

Mogkniounte Kk TL-WASB50RE Bawu 6ecnpoBoaHble KWEHTbl (HOYTOYKW, MnaHLeTHbIe
KOMMbOTEPbI, CMAaPTOHbI 1 T.MN.) UK NOAKNYMTE Baw KomnbtoTep K nopty LAN ycunutens
curHana c nomoulbto kabensa Ethernet.

Mepengnte Ha cTpaHuLy Beb-ynpasneHmsa TL-WAB50RE 1 3aBepLumMTe HAaCTPOMKM.

(Obpatutech k maBe 3 PyKoBOACTBO MO ObICTPOW HacTpoike unu [NnaBe 4 Hactporika
YCTPOWCTBA ANS COBEpLUEHUsT HEOOXOOUMBbIX BaM HacTpoek. Yepes BeG-yTUNIMTY HACTPOWKM
Bbl cMOxeTe nogknoumts TL-WAB50RE k 6ecnpoBogHOMY MapLLpyTU3aTopy.)

Bbibepute ngeanbHoe mectopacnonoxernne ana TL-WAS50RE. (Moxanyncta obpatntech Kk
Mynkty 2.1 lMepen Hayanom HACTPOWKM AN NofyvYeHust nogpobHown wmHdopmaumm o6
naeanbHOM MeCTOPaCMNOSIOXKEHNN.)
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lmaea3 PykoBoACTBO NO ObICTPOU HACTPOMKe
[daHHasi rmaBa MOMOXET BaM HaACTpOWTb Ball KOMMbOTEp Ans paboTel ¢ 6ecnpoBOAHbIM
ycunutenem curHana TL-WAS850RE 1 nokaxeT, kak ynpaBnsaTe MM C MOMOLLIbIO BEG-yTUNUTLI.

Bnarogaps BebG-yTunuTe HACTPOWKM Bbl CMOXETE JIerko HacTpouUTb OecnpoBOAHOWN ycunutenb
curHana TL-WAB850RE. Beb-yTunuTta HacTpomkn MOXeT ObITb MCMOMb30BaHa Ha KOMMbOTEpPax ¢
onepauunoHHbiMn cuctemammn Windows, Macintosh nnun UNIX ¢ Takumm Beb-Opaysepamm kak
Microsoft Internet Explorer, Mozilla Firefox unu Apple Safari.

1. [Ona pocTtyna kK Beb-yTunute HaCTPOMKM OTKpowWTe Ball BeG-6paysep v BBeaute JOMEHHOe
nmsa http./tiplinkextender.net B agpecHyto CTPOKY.

N
a ‘ & hitp://tplinkextender.net!

Puc. 3-1 MNMogkntoyeHne k 6ecnpoBogHOMY YCURUTESNIO cUrHana

Uepes kakoe-TO BpeMsa nepeq BamMu MOSBMTCS OKHO aBTOpu3auuu, Kak ykasaHo Ha Puc. 3-2.
Beeante admin B none Vims nonb3oBatens u lNMaponb (0o6a pasa B HmkHeEM peructpe). Oanee
HaxxmuTe OK mnn kHonky Enter.

Besonacqocts Windo

Ana exoaa Ha cepeep tplinkextendernet no agpecy TP-LINK Wireless
Range Extender WABS0RE Hy:HEI MMA NOABICEATENA M NAPOAE.

Mpegynpesxaeqne Cepeep TpeByeT Nepesayl MMEHKM NONEICEATENA W Nap
0/1A Yepes HeBesonacHoe coeguHedne (BygeT BpinonHera obbivHan Npos
EpKa NOAANHHOCTH).

Puc. 3-2 Astopusauusa B Windows

& lMpumevaHue:

Ecnn BbllweykazaHHOe OKHO He oTobpakaeTcs, 370 obo3HayaeT, 4YTOo Baw Beb-6paysep
HacTpoeH Ha ucnonb3oBaHWe npokcu-cepsepa. B Internet Explorer nepenante B MeHKO
CepBuc>CBoictBa 6paysepa>logknioyeHuna>HacTpomku cetu 1 B NOSBUBLLUEMCH OKHE
CHMMUTe OTMEeTKY ¢ nons Mcnonb3oBaTb Npokcu-cepBep 1 Haxmmute OK ansg 3aBepLueHus.
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2. Tllocne ycnewHon aBTOpU3auuW nepen BaMu MNOSABUTCHA HayarnbHaa cTpaHuua BbicTpown
HacTpouku. HaxxvmuTte Oanee, 4Tobbl 3anyCcTnTb Npoueaypy ObICTPOW HAaCTPOWKM.

Wma GecnposoaHon cetk (SSID) rmaeHoro mapupyTH3aropalTouks gocTyna;
COCTORHHE NOOKMHYEHNA: OTKNIDYEHD

YounuTens GecnpoBoOHON0 CUIHANE elE He PACWWPAET 30HY NOKPLITUA Kakoi-nudo GecnposogHon cetw. Haxmure "Manee”
LMNA HACTPOAKK younuTenA BecnpoBogHOro CMTHANA WKW HAKMUTE “BeiXod” ONA NEPEX00a HA CTPAHWLY HACTPORKK
VCTROACTEOM.

Bhixon | Lanee |

Puc. 3-3 BeicTpas HacTpowka

& lMpumeyvaHue:
Ecnn Bbl He cobupaeTecb BOCNOb30BaTLCSA YTUNNTON BbICTPON HACTPOMKKN Cpasy, HaXKMUTE
Bbixoa v nepengnte B rmaBHOe MEHIO YCTPOWCTBA.

3. Tepen Bamu NOSBUTCSA OKHO, yKa3aHHoe Ha Puc. 3-4, roe Bam notpebyeTcs BbIOpaTb permoH.
HaxmuTe [anee Ansa NnpoaormKeHus.

Pexum paboTel: YeounuTene GecnpoBOOHONC CMrHaNa

Pernon: Poccua a5

[ Hasag | \ Naree |

Puc. 3-4 BeicTpasa HacTpolika — Beibop pernoHa

4. YCTpoWCcTBO onpeaenuT cyllecTByolume ceTu. Moxanyiicta, nogoxanTe HeKOTOpoe BpeMms.

MogoxauTe, NOKa YCTPOWCTEO NbITAETCA HANTU QOCTYMNHbIE ANA Bac 6ecnpoBoAHbIe CETH.

Mownck DecnpoBogHbIX CETEN...

38%

Puc. 3-5 BeicTpas HacTpoiika — OnpefeneHne CyLecTBYHOLNX CETEN
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5. Tlepen Bamy NosiBATCS CMCOK OOCTYMNHbIX GecnpoBoaHbIX ceTei. Buibepnte GecnpoBoaHyto

ceTb (SSID) u HaxxmuTe Oanee.

ckopocTb o 300 M6ut/c

EecnpoBodHbIX CeTel QocTynHo: 29

Haaag, || OBHoBuTE

Bribpate S5ID Curnan MAC-agpec Kawan Jawmra
TP-LINK_90BAA2 -IIII ES-94-F6-90-BA-A2 4 WPA2-PSK
TP-LINK_2018 ||I 80-F6-2E-DA-A3-62 6 Her

ull
TP-LINK_TEST _.]II 80-F6-2E-DA-A3-61 6 WPA2-PSK
TP-LINK_30FE17 ..lll 80-F6-2E-DA-A3-60 6 Her
TP-LINE_A -IIII 38-E5-95-C1-42-B9 11 WPA-PSKNWPA2-PSK
TP-LINK_B -Illl 38-E5-95C1-42-BA 1" WPA-PSK\WPA2-PSK
TP-LINK_C I l 80-F6-2E-00-AB-70 6 Het

ul

Ykazate SSID u MAC-anpec Bpy4HYHO | Haaag | | OBHoBUTL |

Puc. 3-6 BeicTpas HacTponka — [JoCcTynHble 6eCnpoBOAHbIE CETU

& MMpumeyaHue:

Ecnn Bam He yganocb HanTu nvs Bawen 6ecnposogHon cetn (SSID) B cnvcke, Bbl MOXeTe
HaxaTb CKaHMpoBaTb NMOBTOPHO(OGHOBUTBL) ANs MOBTOPHOrO OOHapyXeHusa ceten unu
oTMeTuTb none Ykasatb SSID u MAC-agpec BpYy4YHYH, 4TOObl BPYYHYHO HACTPOUTb
©ecnpoBogHOE COeANHEHME.

6. [llepen Bamu NosiIBUTCS CTpaHMLA HacTpoek GeCnpOBOAHOIO pexuma, kak ykasaHo Ha Puc.
3-7. BBegute naponb GecnpoBOAHOW CeTW Ballero OCHOBHOMO MapLupyTM3aTopa/TOuKM
AOCTyna, yKkaxute nmsi 6ecnpoBOAHOM CETU ANs BalLero yCUnuTens curHana unm octaebTe
ero 6e3 n3amMeHeHuI, nocrne Yyero HaxmuTe flanee Ans NPOAOIKEHNS.

HMmAa 6ecnpoeogHoil ceTH (SSID) rMABHOTO MAPLWPYTHIATOPAITOYKH LOCTYNA:
MAC-agpec rnaBHOrO MapupyTH3aToPaITO4KK AOCTYNa:

3awuTa DEeCnpoOBOHOIO pEXUMa:

Naponk PSK Bawero rmasHOro MaplpyTH3aTopaTo4ykn AocTyna:

HMmA GecnpoEoaHoil CeTH ycunutens (SSID):

TP-LINK_TEST

DO-C7-CO-BF-TE-AA

HauBonee HaaéxHan sawura (WPE ~

963852741

@ KonWpoeaTe C MABHOTO MaplpyTi3aropalroukk gocryna  TP-LINK_TEST

YKa3aTb BpYUHYIO

| Hasan | | fanee |

Puc. 3-7 bbicTpas HacTpowika — HacTponku 6ecnpoBogHOro pexmma

10
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PekomeHayeTcs BHMMATENbHO MPOBEPUTL HACTPOVKM 6ECNPOBOAHOIO peXuma n HaCTPONKK
ceTu, Korga neped Bamm NosiBUTCHA OKHO, ykaszaHHoe Ha Puc. 3-8. lNocne npoBepkn HacTpoek
HaxxMuTe 3aBepLUTb ANs 3aBeplueHnst bbicTpon HacTporiku. Ecnn Kakme-To M3 HacTpoek

YKa3aHbl HEBEpHO,
npoun3seaeHnAa NOBTOPHbIX HACTPOEK.

HaxmuTe Hasapg Aans BO3BpaTta Ha npeabiayuipe CTpaHuubl W

HacTponku GecnpoBogHOro pexuma
Pexum pabotsi:
Hwms GecnpoeoaHon cetn (SSID) rNaBHOMO MapwpPYTHIATOPAITONKH 4OCTYNa:
MAC-aapec rnaeHOro MapuipyTH3aTopaToNKkH ocTyna:

HMma GecnpoBogHO# CeTH ycHnuTens (SSID):

BricTpas HacTpoHka3ageplueHa. Kak cnedyeT npogepeTe BalM HACTPOiiKkn. ECNi HACTPOMKN YKa3aHE! HeBEPHO, HaXMUTe "Hasan” n Npon3BeanTe HACTPOIKH 33HOBO

YHIBEpCANbHEIl pexum
TP-LINK_TEST
DO0-C7-CO-BF-TE-AA
TP-LINK_TEST

3awuta

H: 3awnTa(WPAMWPA2-PSK)

pexuma:

NMapone:

963852741

CeTeBble HACTPOHKKN

[anHele ANA BXOAa NO YMOTHaHHI0:
HnA nons3osarens:

Mapone:

hitpJitplinkextender.net
admin

admin

Hasan ] | 3aRepLMTL

SKCMOPTUPOEATE HACTPORKM

Puc. 3-8 bbicTpas HacTponka — [poBepka HacTpoek
& MMpumeyaHue:

PeKomer,yeTcg HaXaTb 3KCI10pTMpOBaTb HaCTpOﬁKM Ona  CcoxXpaHeHuA YKa3aHHbIX

HacCTPOEK B TEKCTOBOM dharne g4 ganbHENLLEro NCnosib30BaHus.

Mocne TOro, kak GecnpoBOAHOW YCUNUTENb CUrHaMa NPMMEHUT HACTPOWKK GecnpoBOLHOMO
pexuma (Kak ykasaHo Ha Puc. 3-9), nogoxagute HeKoTopoe BpeMs, Moka nepen Bamu He
NosiBUTCS1 OKHO, ykaszaHHoe Ha Puc. 3-10. 3710 Oygetr o603HayaTb, 4YTO Bbl YCMNELUHO
pacLIMpUnn 30Hy NOKPbITUS BECNPOBOAHON CETU BALLEro KOPHEBOIO MapLLpyTU3aTopa/TO4Ku
goctyna.

Yeunutens NpUMeHReT HAaCTPOIKN GecnpoBoaHOrO peXxma.
MopomauTe NPUMEPHO ABE MUHYTBI...

20%|

Puc. 3-9 BeicTpas HacTporika — [NpnumeHeHne HacTpoek

Ycunureno NpMMeHAET HaCTPOMK1 GeCnpoBoOAHOMO pexmMa.

3aBepueHo!

100%)

Puc. 3-10 BbicTpas HacTpolika — 3aBepLueHne

11
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lmaea4 HacTtpounka yctponcrtea

B oaHHOM rmaBe onuvckiBaeTCs NpoLEeCcC HaCTPOWKK Ballero 6ecnpoBogHOrO YCUINTENS CUrHana ¢
MOMOLLBbI BEO-yTUNUTBI HAacTporkn. becnpoBogHon ycunutens curHana TL-WA850RE nérok B
HaCTPOWKe 1 yrnpaBneHun bnarogaps Bed-yTunute HacTpoviku (nogaepxunsaeT 6paysepsl Internet
Explorer, Netscape® Navigator, Firefox, Safari, Opera unu Chrome), koTopas MOXeT ObiTb
3anyuweHa Ha nbom koMnbioTepe ¢ onepaunoHHon cuctemon Windows, Macintosh unu UNIX.

lMocne aBTOpM3auumM Bbl CMOXETe HacTpauBaTb W ynpaenaTb YCTpoOMCTBOM. B nesomn uyactu
9KpaHa pacnosioXeHbl WecTb 3r1ieMeHTOB MeHio: CocTosiHue, BbicTpasa HacTpouka, Mpoduns,
Cetb, BecnpoBogHon pexum n CuctemMHble MHCTPYMEHTbl. B npaBon CTOpoHe 3KpaHa Bbl
yBuanTe getanbHble 06bACHEHUS N MHCTPYKLUMU ONs COOTBETCTBYIOLLEN CTPaHMLbI.

4.1 CocTosiHue

BbibpaB nyHkT CocTosiHMe, Bbl CMOXETE NpoCcMaTpuBaTh TEKyllee COCTosiHMe GecrnpoBOAHOro
ycunutens curHana. Bce 3HaueHus npencTaBneHbl TONbKO AN YTEHUS U He MOryT ObiTb

N3MEHeHbI Ha JaHHOW CTpaHuLe.

®

NHpopmawuns o0 yCHNuTene curdana WHIbopMaLUnA o raeHom
MaplwpyTH3aToOpeToyKe docTyna

5510 younutena: TP-LINK_TEST

. _ SSID rmaeHoro MapLpyTU3aTopalToukK

WAC-agpec: Fa-14-67-2D-EE-05 nocTyna: TP-LINK_TEST

DHCP-cepeep: ABTo (OTKN.) MAC-agpec: DO-CT-CO-BF-TE-AA

Kanan: 2 [ocTyn K VIHTEpHET: He focTynHo

BecnipoeogHoe coeguHenne: MogkmiaveHo

IP-agpec: 192.168.1.101

Tun: OuHamuyecknii IP-agpec

YpoBeHE curHana: 90%

CKOpocTe GeCnpoBOogHON Nepegaqn
OanHHen: 204 6MEuTic

Bpems pabotel: 0 gHel 02:18:26

Bepcua ectpoenHoro MO: 3.14.8 Build 140716 Rel 42211n

Bepcua obopygosanna: WASSORE vi.2 00000000

Puc. 4-1 CocTtosiHue

> WHdopmaumnsa o6 ycunurtene curHana — 3gecb otobpaxaeTtca Tekywas nHgopmaums ob
ycunutene 6ecnpoBogHOro curHana.

e SSID ycunutena — Wma 6GecnposogHon cetn (SSID) ycunutens 6ecnpoBOOHOMO
CurHana, K KOTOpoOMy MOFyT MOAKM4YaTbCA Ball KOMMNbOTEp M npoyne 6ecnpoBoHble
yCTpOMnCTBa.

e MAC-agpec — dunsmyeckmin agpec ycunurens.

e DHCP-cepBep — 3pecb ykasaHo Tekyuwee coctossHne DHCP-cepsepa ycunutens
SecnpoBogHoOro curHana.

12
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o KaHan — 3gecb ykasaHo, kakor 6ecnpoBOHOM kKaHan UCcrnonb3yeTcsl B AaHHbIA MOMEHT.

e bBecnpoBogHoe coeauHeHuMe — 37ecb ykasaHO, TMOAKMYEH 1M yCUnUTenb
GecnpoBoAHOro CuUrHana K [MaBHOMY — MaplupyTusaTopy/Toyke adocTyna o
6ecnpoBoAHOMY COEAUHEHUNIO UMK HET.

e IP-agpec — IP-agpec ycunutensa 6ecnpoBogHoro curHana.
e Twun - Twun IP-agpeca ycunutens 6ecnpoBogHOro curHana.

e YpoBeHb curHana — 3[ecb YykaszaHa MOLUHOCTb CWrHama, KOTOpbI YyCUnUTenb
GecnpoBOAHOro curHana nosnyyaeT OT rMaBHOro MapLUpyTU3aTopa/Touku AoCTyna.

e CkopocTb bOecnpoBogHOM nepepgayM QAaHHbIX — 34ecb yKasaHa akTudeckas
ckopocTb OecnpoBogHOM nepedavM [OaHHbIX  MeXay YCunuTenem W rMnaBHbIM
MapLlpyTU3aTOpOM/TOUKOM JOCTyNa.

> WHdopmauma o rmaBHOM mMmaplupyTu3aTope/Touyke gocTtyna — 34ecb ykasaHa Tekylias
MHopMauus O rMaBHOM MapLUpyTU3aTope/TouKe AoCTyna.

e SSID rnaBHOro mapuwpyTtusatopa/Toukm goctyna — 310 ums 6ecnpoBoaHOM ceTu
(SSID) rnaBHOro  MapLipyTM3aTopa/Toukum  JocTyna  (Kak  npaBuno,  rNaBHbIv
MapLUpyTM3aTop/Todka AOCTyna - 3TO Ball MapLUpyTU3aTop, TOYKa AOCTyna Unu LUmnto3).

e MAC-agpec — MAC-agpec rnaBHOro MapLipyTusaTopa/Toukm gocTyna.

e [octyn k UHTepHeT — 3aecb ykasaHo, MMeeTcs N JocTyn K WHTepHeT y rnaBHOro
MapLupyTM3aTopa/Tou4kn 4oCTyna.

> Bpewmsa pabotbl — [MpogomkmuTenbHOCTb paboTbl YCTPOMCTBA C MOMEHTA BKIOYEHUS UMK
nepesarpysku.
Bepcusa BcTpoeHHoro MO — 3aeck oTobpaxaeTcsa Tekywasa Bepcus BcTpoeHHoro MO.
Bepcusa obopyaoBaHuss — 3gecb oToOpaxaeTca TeKyllas Bepcusl Ballero yCTpoMcTBa

(annapaTHoM YacTtn).

Haxa kHornky OBGHOBUTb, Bbl MOMy4YMTe TEKYLLUYO MH(OPMAaLMIO MO COCTOSIHUK U HacTpoMKam
YyCTpOWCTBA.

4.2 bBbicTpasa HacTpoMuKa

Ob6patutech k CnaBe 3 PyKOBOACTBO NO ObICTPON HACTPOWNKE

13



YHVIBepcaJ'IbeIVI ycunuTternb GGCI'IpOBOﬂHOFO curHana,
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4.3 Tpodunb

[aHHaa yHKUMS NO3BONSET 3anoMUHaTb HacTPoVkM GeCrnpoOBOAHBIX CEeTel, K KOTOpbIM paHee
y>Ke NMPOUCXOAMNIIO MOAKIYEHME.

Bbl MoxeTe UameHaTL/Y ganatb unv ob6aBnatb npodunm Ha 3TOW CTpaHuue (Kak ykasaHo Ha
Puc. 4-2) ans yno6cTea 6bICTPOro NOAKMHOYEHUS K TOW UM MHOW CETW.

>
>

Bribpats Wma npoduna Inasubiil SSID MAC-anpec Tun 3awmuTs!l HanennTs
TP-LINK_TEST TP-LINK_TEST DO-C7-CO-BF-TE-AA WPA2-PSK Hamennts Yoanute
ChinaNet-EF0w ChinaNet-EFOw 38-E5-95-C1-42-B9 WPA2-PSK W3meHuTs YOanuTe

Mo knunTh HNobasuts YaanuTs BCe

Koraa el MeHAETE Npodunk, YCUMIMTENL ABTOMATMYECKN OTKNIDYAETCA M NEPE3APYKAETCA, NOCNE YEro NOAKNKYAETCA ONATL. 3T0 23HUMAET HEKOTOROE EPEMA, NOXKANYACTa, NOA0KINTE.

Puc. 4-2 Mpodumnb

BbibpaTb - BbibepuTe 6ecnpoBOaHY0 CETb, K KOTOPOM Bbl COOMpPaeTEeCh NOAKITHOYNUTLCS.

Uma npocdwmna - HaseaHume, KkoTopoe Bbl AaéTe Bawmm 6GecnpoBogHbiM ceTam. [Mo
YMOMNYaHUo 3TO TO e camoe, YTO U rmasHbIn SSID, HO Bbl MOXETe M3MEHUTb 3TO Ha3BaHue
Ha nboe apyroe ynqobHoe Bam Ha3BaHue.

MaBHbIK SSID - 3geck ykasaHbl HasBaHua (SSID) Bawwmx 6ecnpoBoaHbIX CETEN, CO3AaHHbIE
BaLUMM KOPHEBbLIM YCTPONCTBOM.

MAC-agpec - ®Pusmyecknin agpec Ballel rNaBHOW TOYKM [OCTyna (OApyrumMu crioBamu
BSSID).

Tun 3awmTbl - Tyn 3aWwnThl Bawen 6ecnpoBOAHON CETU.

M3meHunTb - B aToMm cTonbue MoxxHO U3ameHUTb unu Yaanutb npodunu.

HaxmuTte Mogknountb Ana NOAKNIOYEHNS YCUNUTensa curHana k 6ecnpoBogHOn ceTu, KOTOpYHo
Bbl BbiOpanu B cnncke npodunen. Haxmnte [lobaBuTh ons gobaeBneHns HOBOro npoduns B
cnncok. Haxmnte Yaanutb Bce, 4ToObl yaanutb BCHO MHA)OPMALMIO U3 CiMcKa npodhunnen.

Onsa gpo6aBneHus npodwmns:

1.
2.

HaxmuTe [lobaBUTb Ha CTpaHuLLE CO CMMCKOM Npodunen, kak ykasaHo Ha Puc. 4-2.

HacTponTe cooTBeTCTBYyIOLWME NapaMeTpbl (Kak ykaszaHo Ha Puc. 4-3), Bknovas nms Ballero
npodmnsa, Beeaute SSID u  MAC-agpec KopHeBoro yctporictBa (6ecnpoBogHOro
MapLUpyTU3aTopa Wi TOYKU JOCTyna), BbibepuTe TV 3alWThl Ballero KOPHEBOro YCTPOMCTBA
1 BBeAMTE napornb becnpoBoaHon cetn. Haxmnte CoxpaHuTb A4S COXpaHeHus npodouns.

WmA npochuna:
naexsI SSID:
MAC-agpec: (apyramn cnogamu BSSID)
3awuta GecNpOBOAHONO PEXHMA: 33WKTa He YCTAHOENEHA v

CoxpaHute Haaag

Puc. 4-3 Jo6asutb MNpoduns

e Uma npodmna — HassaHue, KoTopoe Bbl gaéTe Bawum GecrnpoBogHbiM ceTam. Mo
YMOMYaHUIO 3TO TOXE camoe, 4To W rnaBHbii SSID, HO Bbl MOXETe U3MEHUTb 3TO
Ha3BaHue Ha noboe apyroe, yaobHoe BaM Ha3BaHUe.
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e 'naBHbIn SSID - becnpoBogHasa ceTb Ballel KOPHEBOW TOYKM OOCTYMa, K KOTOPOWN Bbl
OyaeTe NoAKMoYaTbCA C MOMOLLBK JaHHOro npodunsi.

e MAC-agpec - MAC-agpec Ballero rmaBHOroO YCTPOWCTBA, K KOTOpPOMY Bbl bByaete
NOAKIYAaTLCA C MOMOLLBIO AaHHOro npoduns.

e 3awwmTa 6ecnpoBogHOro pexuma - Tun 3awuTbl, yCTAHOBMEHHBIN Ha BalleM rMaBHOM
yCTpoWcTBe. YOOCTOBEPbTECH, YTO 9Ta HACTPOWKA COBMAafaeT C COOTBETCTBYHLLEN
HaCTPOWMKOW rMaBHOM TOYKM AOCTyNa.

e Kniou WEP/Maponb PSK — Kntou/[lapons ©ecnpoBOgHOM CeTU, YCTAHOBMEHHLIN Ha
BalleM T[faBHOM YCTPOWCTBE. YAOCTOBEpbTECb, YTO 3Ta HACTpoWKa coBnagaeTr C
COOTBETCTBYIOLLEN HACTPONKOW rNaBHOM TOYKM AOCTyna.

Haxmute CoxpaHUTb Ansi COXpaHeHWs Npodung B cnvcke npodunen 1 so3spara obpatHo
Ha CTpaHuLy cnucka npodunen.

HaxmuTte Hasap ans Bo3epaTa Ha CTpaHuuy cnvcka npodunen.

3. Tlocne TOro, kak Bbl HACTPOUN U COXPaHMNM NPodusb, Bbl ByaeTe Bo3BpaLLeHbl Ha CTPaHULY
CO Cnm1cKkoMm npocdpunen, kKoTopas ykasaHa Ha Puc. 4-4.

Bribpats WmA npodunsa nasxbii SSID MAC-agpec Tun 3aWmuTBl HamennTs
TP-LINK_TEST TP-LINK_TEST DO-C7-CO-BF-TE-AA WPA2-PSK HamenuTs Yoanute

MogknHounTE HoBaeuts Yaanuts Bce

Koraa el MEHRETE NPk, YCUNUTENL BETOMATUUYECKI OTKNKYASTCA W NePe3arpyaeTcA, NOCNe USra NOOKMINYAETCA ONATL. 3T0 33HMMAET HEKOTOPOE BPEMA, NOKANYACTA, NONOkKANTE

Puc. 4-4 1o6aBnTb UNnM N3MeHUTb Npodub

Haxmute U3MeHUTb Ons JanbHenwero uameHeHus npoduns(ern) wnu Ypanutb Ons
yAaneHus npoduns(en).

Haxmvmute MoakniounuTb ONsi NOAKIOYEHMST yCuUnuTens curHana k 6ecnpoBogHON ceTw,
KOTOPYtO Bbl BbIOpanu B cnvcke npodunei.

Haxxmnte [lobaBnTb Ons Aob6aBneHnsa HOBOro Npodunst B CrM1COK.

HaxmuTte Yaanutb Bce ons yaaneHus Bcen nHdpopmaumm ns cnmcka npodmnen.

44 Cetb

Ha ctpaHuue CeTb Bbl CMOXETE CaMOCTOATESNIbHO WU3MEHSATb YCTaHOBJIEHHbIE MO YMOJSTYaHUIO
HACTPOWKK NOKanNbHOW ceTn Ballero 6ecnpoBoAHOro yeunutens curHana. Mento DHCP copepxut
Tpu nogpasgena: LAN, Hactponkn DHCP 1 Cnucok knueHtoB DHCP. BbiGpaB HyXHbIli Bam
pasgen MEHI, MOXHO HacTpouTb COOTBETCTBYOWME yHKUMKU. Hxke npeacrtaBneHa nogpobHas
WHOopMaLUsa No HACTPOMKe AaHHbIX (OYHKLMWNA.

- LAN

- HacTpoiikn DHCP

- Cnucok knwedTos DHCP

Puc. 4-5 MeHio «CeTb»
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Bbibepute nyHKT meHo CeTb > LAN, 4To6bl HACTpOMTL NapameTpbl NIOKaribHON CETMU.

curHana,

MAC-agpec: F8-1A-67-2D-EE-95
Twm; |,'J,1-1Har\-u-mec:r<1-1f1IP—anpec[DHCPj: A
IP-agpec: 92.1638.1.101
Macka nogceTu; A
Wntoa:

CoxpaHuTe

Puc. 4-6 LAN — Smart IP (DHCP)

MAC-anpec: F8-1A-67-2D-EE-95
Tun: CTatyeckni IP-agpec T
IP-agpec: 192.168.1.101
Macka nogcetu: 2552552550
Llintoz: 192.168.1.1
CoxpaHuTe

Puc. 4-7 LAN — Ctatnueckun IP-agpec

> MAC-agpec - dnsnyeckunn agpec noptoB LAN nokanbHom ceTn. 3Ha4yeHne He MOXET ObITb
N3MEHEHO.

> Twvn - Moppepxuneatotca HECKOMbKO TMNOB
IP-agpec n OuHamuyeckum IP (DCHP). OHn paccMoTpeHbl HuXe.

IP-agpecoB: Ctatnyeckum

e Cratnueckun IP-agpec - lNpu BbIbOpe OaHHOrO BapuaHTa Bbl CMOXeTe HacTpouTb
IP-agpec/macky/LWno3 Bpy4HYHO.

e [unHamuyeckun IP (DHCP) - Ecnu BbibpaH OaHHLIN BapyaHT, TO NpU MNOAKIMIOYEHUN K
YCTPONCTBY Ball KAWEHT AWHaAMU4YecKu MonyuuT 3HadeHus |P-agpeca/wnosa ot
MapLupyTusatopa, nmbo KnueHT nonyuut IP-agpec/wno3 B TOM Xe CeTu, YTO yKasaHa
HWXe. [laHHbIA BapuaHT sSIBNSAETCS NPeAnoYTUTENBHbIM.

> IP-appec - Ykaxute |IP-agpec ycTponctBa B eCATUYHOM dhopmaTe C pasgeniTenbHbIMU
ToYKaMu (3HayeHue nNo ymonyanuio - 192.168.0.254).

> Macka nopgcetun -
255.255.255.0.

Onpepensiet pasmep cetu. OObIMHO MCNONb3YETCA 3HAaYeHue

> L3 - Wno3 gomkeH HaxoguTbess B ogHoW noaceTtu ¢ IP-agpecom Balwero ycunmtens
curHana. O6blvHO aTo LAN IP-agpec Ballero ycTponcTaa.

& lMpumeyaHue:

1. TMapameTtpbl IP-agpeca He moryT ObiTb HAcCTpPOEHbl, ecnv Bbl BblOpanu OuHamuyeckun IP
(DHCP). B paHHOM cny4yae YyCTPOWMCTBO CaMOCTOSTESNbHO MpOM3BEeOET HaCTPOMKY
HeobXxoaMMbIX NapamMeTpoB.
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2. Ecnu Bbl He 3HaKOMbl C Ha3HaA4YeHMEM HACTPOEK Ha AaHHOW CTpaHuUe, HACTOATENbHO
PEKOMEHOYETCA COXPaHUTL 3HAYEHWUs] MO YMOMYaHWKO, B MPOTMBHOM Cllydae 3TO MOXET
OTpa3nTbCA Ha CHUWXEeHUN npoun3BoaAUTESIbHOCTU BaLLen CeTn, a TaKXkKe CTaTb I'Ipl/l‘-II/IHOI7I
NOJSIHOro OTKa3a eé paboTbl.

3. Ecnu Bbl Bbibepute dyHkumio Ctatnyeckuin IP-agpec, aBTopmsaums no JOMEHHOMY UMEHU
Oypet HepocTynHa, u Bam notpebyeTca ucnonb3oBaTth IP-agpec ans asTopu3auuun B
BeG-yTMNNTE HACTPOWKM.

4.4.2 Hactpounku DHCP

Ha ctpaHuue “Cetb — Hactponkm DHCP” Bbl MOXeTe HacTpouTb Balle YCTPOMCTBO Tak, YTo
OHO Oyper pabotatb kak DHCP-cepBep, 4TO nNO3BONUT aBTOMaTU4YeCKM 0OecneyvnTb
KoHcpurypaumto TCP/IP ana Bcex NOAKMOYEHHBIX K HEMY KOMMbIOTEPOB JlOKarbHOM CeTu.
DHCP-cepBep MOXHO HacTpouTb Ha cTpaHuue “Hactponku DHCP” (cm. Puc. 4-9), Tonbko nocne
TOrO, KaK Bbl yKaxuTe Ha cTpaHuue “Cetb — LAN” Cmamuyeckuli IP-adpec B none Tur (cm. Puc.
4-7).

& MMpumeyaHue:

Ecnn Ha cTtpaHuue “Cetb — LAN” B none Tumn Bbl ykasanu [uHamuyeckul IP (DHCP), T0
HacTponkn DHCP 6yayT HeOoCTyMnHbl, MOCKOMbKY B 3TOM Clyyae YCTPOWCTBO Npou3Benet
HacTponkn DHCP aBTtomaTtnyeckn. Ctpanuua “Hactponkn DHCP” 6yaet BbirmageTb Kak Ha Puc.
4-8.

DHCP-cepeep: ® ABTO BrMIOYNTE OTENIYNTE
HavaneHeii IP-agpec: 192.168.1.100
Konevnbin IP-agpec: 192.168.1.199
Cpok OedCTEMA aapeca: 1 MUHYTEL (1-2880 MUHYT, N0 yMonYaHuo: 1)
OCHOEHOWN W3 §2.168.1.101 (HeofA3aTensHaA HAcTpoAKa)
[loMEH NO YMOMYaHH: (Heo@A3aTeneHaA HAcTpoMKa)

Npeanoyutaemslit DNS-cepeep: (HeofA3aTensHaA HACTPORKA)

AnbTepHaTHEHbIR DNS-cepeep: (HeofA3aTensHaA HACTpoRKA)

CoxpaHute

Puc. 4-8 Hactpowkn DHCP HegocTynHbl

DHCP-cepeep: ABTO w0 BENKYWTE OTENHUMTE
HavankHeld IP-anpec: 192.168.1.100
KoHevHwll IP-anpec: 192.168.1.188
CpoK OeACTEHA anpeca: 1 MUHYTE (1-2880 MUHYT, N0 yMonYaHuo: 1)
OCHOEHOW WH3: 192.168.1.101 (HeofGA3aTeneHanA HAcTpoKa)
[oMeH MO YMOM4YaHNI: (HeofGA3aTeneHanA HAcTpoKa)
Mpegnovyntaemeld DNS-cepeep: 0.0.0.0 (HeoGA3aTeNbHAA HacTpoika)
AnbTepHaTHEHLIA DNS-cepeep: 0.0.0.0 (HeoGA3aTeNbHAA HacTpoika)
CoxpaHuTe

Puc. 4-9 Hactpowkn DHCP gocTynHbl

> DHCP-cepBep — Bbibepute kHONKy OTKNIOUYMTL/BKNHOUYUTL 4151 OTKNHOYEHNS/BKNIOYEHMS
DHCP-cepBepa Ha Ballem ycunutene 6ecnpoBogHoro curHana. fJaHHas yHKLUmMSA no
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ymonyaHuio BknroyeHa(ABTo). Ecnv Bbl XOTUTE OTKMIOUMTL CEpBEp, TO B BalLen CeTu
aoskeH pacnonaratbesa gpyron DHCP-cepsep, B NpoTMBHOM crydae Bam notpedyeTtcs
ykasaTb IP-agpec komnbloTepa Bpy4YHYHO.

> HavanbHbin IP-agpec — B aToM none ykasbiBaeTcd nepsbit agpec nyna |IP-agpecos. o
ymonyanHuto ato 192.168.0.100.

> KoHeuHbIn IP-appec — lNocnegHuii agpec nyna IP-agpecos. Mo ymonyaHuio sTo
192.168.0.199.

> Cpok genctBusi agpeca — 3T0 NPOMEXYTOK BPEMEHU, B TEYEHME KOTOPOro ceTeBomn
nonb3oBaTenb CMOXET NOAKMYaTbLCA K YCTPOUCTBY, ucnonb3ys tekywmnn DHCP-agpec.
BBeauTe BpeMeHHOe 3Ha4yeHne B MUHYTax, B Te4eHMe KOToporo OyaeT AencTeoBaTh
DHCP-agpec. 3HayeHne MoxeT ObiTb ykaszaHo B npegenax ot 1-2880 MuHyT. 3HayeHue no
ymornyaHuto - 120 MUHYT.

» OcHoBHoM w3 — (Heobsa3atensHaa HacTporka) Mpegnaraetca ykasats IP-agpec
LAN-nopTa yctporicTtea. 3HadyeHue no ymonydanuio: 192.168.0.254.

> JlomeH no ymonyaHuto — (Heobs3aTenbHasa HacTponka) 34ecb MOXHO yKa3aTb JOMEHHOE
nms sawero DHCP-cepBepa, MOXHO He 3anonHATbL JaHHOE none.

> MMpepgnountaembin DNS-cepBep — (Heobs3aTenbHas HacTpowka) 34ecb MOXHO yKasaTb
IP-agpec DNS-cepBepa, nony4eHHbI OT NnocTasBLumka NIHTepHeT-ycnyr. Minn obpaTtutecs K
CBOEMY MOCTaBLUNKY VIHTEpPHET-YCNyr N YTOYHWUTE 3TU AaHHble. 3HaYeHne No yMONYyaHuIo:
0.0.0.0.

> AnbtepHaTuBHbIN DNS-cepBep — (Heoba3aTenbHas HacTporika) 34ecb MOXHO yKka3aTb
IP-agpec gpyroro DNS-cepBepa, ecnv Bbl NONy4Ynnu OT NocTasLLmKa VIHTepHeT-ycnyr agpeca
OBYyX cepBepoB. 3HayeHne no ymonyanuto: 0.0.0.0.

Haxxmunte KHOMKY COXpaHVITb, YTOOBbI COXpaHUTb caenaHHble USMEeHEHNA B HaCTpOIZKaX.

& MMpumeyaHue:

Onsa ncnonb3oBanna dyHkummn DHCP-cepBepa HeobGXxoaumMo Ans BCEX KOMMbIOTEPOB NOKanbHOM
ceTu BbIbpatb pexnm "lMonyuntb IP-agpec aBTomatmnyeckn”.

4.4.3 Cnucok knueHtoB DHCP

Ha ctpaHuue “Cetb — Cnucok knueHtoB DHCP” Bbl MoxeTe npocmaTtpmBaTh VMs knueHTa,
MAC-agpec, HasHaueHHbIl IP-agpec n Cpok genictBust agpeca ans kaxgoro DHCP-knueHTa,
NOAKNIOYEHHOrO K YCTPOUCTBY (CM. Puc. 4-10).

HeT nogknioYeHHbIX KNHEHTOE.

OGHoBUTE

Puc. 4-10 Cnucok knneHtos DHCP
ID — 3peck ykaszaH Homep DHCP-knueHTa.
Uma knueHTa — 3geck ykaszaHo umss DHCP-knneHTa.

MAC-agpec — 3gecb ykazaH MAC-agpec DHCP-knueHTa.

YV V VYV VY

HasHauyeHHbIN IP-agpec — 310 IP-agpec, npucBoeHHbIn DHCP-knneHTy yeunurenem
©ecnpoBoaHOro curHana.

» Cpok genctBua agpeca — Cpok genicteus agpeca DHCP-knueHTa. Nocne ncrteveHmsa cpoka
OencTBus agpeca yCTPOWCTBO AernaeT aBToOMaTU4EeCKIA 3anpoc Ha NpoasieHns cpoka.
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YKasaHHble BbILLE 3HAYEHMSI HE MOTYT ObITb U3MEHEHbI B 3TOM OKHE. YTOObLI OOHOBUTL CTPaHMLYY U
nony4nTb MHAOPMALMIO MO MOAKIMOYEHHBIM HA OAHHbLIA MOMEHT YCTPOWCTBAM KITMKHUTE MO
kHonke OBHOBUTD.

4.5 bBbecnpoBOAHOWU pPEXUM

B pasgene meHio BecnpoBOoAHOM peXuM Bam LOCTYMHbI HACTPOMKM GECNPOBOLHOMO pPeXnmMa,
KOTOpble MOMOryT HacTpoOUTb ycunuTens 6ecnpoBoAHOr0 curHana onTumarnbHbIM obpasom Ans
ynyJweHms (yHKUMOHANbLHOCTM U NPOM3BOAUTENLHOCTM Ballen GecnpoBogHow ceTu. B aTom
pasgene MOXHO co3daTb OecnpoOBOAHYIO JTOKamnbHYK CeTb C MOMOLLbK BCEr0 HECKOMbKUX
HacTpoek, Takke 3TOT pasgen CNyXuT Ansi HACTPOMKM HEKOTOPbIX OCHOBHbIX MapamMeTpoB
YCTPOWCTBA. YCTPOWCTBO NOAAEMKMBAET TPU pasHbIX TUMa 3awuTel 6€CNPOBOAHON CETU, KOTOPLIE
HacTpamBalTca B 3TOM pasgerne. Kpome Toro, B pacnopsbkeHun nonb3oBaTenen cnegyowue
dyHKumm: punbtpaums MAC-agpecoB (418 KOHTpona goctyna 6ecnpoBOAHbIX CTAHUUI K BaLLEMY
YCTPOWCTBY), AOMOSNHUTENbHbIE HACTPOMKM OEeCnpoBOAHOINO PEXMMAa, MOHUTOPUHT MPOMYCKHON
CrMocoBHOCTM (no3BoniseT BUMAETb MHGOPMAUMIO O MPOMYCKHOW CnocobHoCcTM OecrnpoBOAHOMO
coeavHeHns), crtatuctuka OecnpoBogHoOro pexuma (noapobHas uHopmaums O TeKyLwux
6ecnpoBOAHbIX CTAHUMAX, NOAKMOYEHHbIX K YCTPOWUCTBY).

MeHio 6ecnpoBOAHOrO pexvmma COAEPXUT LecTb nogpasgenos (cM. Puc. 4-11): Hactpomnku
6ecnpoBogHoOro pexuma, 3awurta 6ecnpoBogHoro pexuma, Punbtpauna MAC-agpecos,
JononHutenbHble HacTpoumkn, Crtatuctuka OecnpoBogHoOro pexumma 1M MOHUTOPUHI
NPONycKHOM cnocobHocTn. Bbibpas oamH w3 pasgenoB, Bbl CMOXETE HacTpauBaTb
COOTBETCTBYHOLLYI0O (OyHKUMIO. MogpobHas nHdopmaums Mo Kaxaomy M3 NOApasgenioB ykasaHa
HUXe.

becnpoBOOHOR PeXHM
- HacTpo#kn GecnpOBOOHOTD PERHME

- JamuTta GeCnpOBOQHOTD PEXMMa
- HneTpayna MAC-anpecoe

- NononNHKTENbLHLIE HACTPOHKH

- Crammciuka DecnpoBoQHOND pex

Puc. 4-11 MeHto 6ecnpoBoaHOro pexunma
4.5.1 Hactpouku 6ecnpoBOOHOro pexumma

Ha ctpaHuue “BecnpoBogHon pexum — HacTponku 6ecnpoBOAHOro pexuma’ Bbl MOXETE
Nnpou3BEeCTM HACTpoKKy Gas3oBbix napameTpoB GecnpoBogHon cetu (cMm. Puc. 4-12). Ha aton
CTpaHuLUe MOXHO HacTpouTb OecnpoBOOHOM peXMM [fs Balwero YCTpoWcTBa, Ha BbliGoOp
npeanaraeTcsa ABa pabounx pexuma: YHUBepcanbHbIn pexum u Pexxum WDS.
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>

Pexum pabothl: YHHEBPCAMNBHEI pexuM ¥
Peruon: PocouA v

BHUMaHWe:  YOSOWTECE, UTO BbI NPABHNEHO BEIGRANK CTPEHY. HenpaBMNLHEI BEI00R CTDAHEI MOMKET CTATE NPUUMHONA
EO3HMKHOEEHWA NOMEXx.

Monck

MuA Gecnposoakoi CeTH (SSID) rnasHoro
MapWpyTH3ATOPalToHKH AocTyna:

MAC-afpec rMagHOTO MapWPYTHIATOPAITOKH
goctyna:

TP-LINK_TEST

D0-C7-CO-BF-TE-AA

VMR DECMPOBOAHON CETH YCHNHTENA (S SID): TP-LINK_TEST

LUWpMHa KaHana: ABTO v

CoxpaHuTe

Puc. 4-12 HacTtpowikn 6ecnpoBogHOro pexxuma

Pexxnm paboTkl — YCTPOWCTBO NOAAEPKMBAET ABaA pexnmMa paboThl: YHMBeEpCanbHbIv
pexum n Pexum WDS.

e YHuBepcanbHbIA pexuM — B 3ToM pexume ycunutens 6ecnpoBofgHoro curHana yaet
COBMECTVM C GOSbLUMHCTBOM MapLUpyTU3aTOPOB ¥ TOYek AocTyna.

o Pexnm WDS — Bbibepute 3TOT pexuMm, ecrniv Ball MapLupyTM3aTop Unu Todka gocTyna
pabotator B pexume WDS (Mcnonb3yetcs 4-agpecHbii  dopmaTt kagpa ang
B3aMMOLENCTBUS CO CTAHLUMNSAMN).

PernoH — BbibepuTe Ball permoH 13 BbinagatoLero cnmcka. HeobxoamMmo ykasaTb pervmoH, B
KoTopom ByzeT ncnonb3oBaTbes QyHKLMA GecnpoBogHON nepeaayn gaHHbIX. Bo3aMoxHO,
4YTO Bbl OyAeTe coBepLuaTh NPOTMBO3aKOHHOE AENCTBME B Ballel CTpaHe, eCriM HAYHETE
BKMoYaTb 6ecnpoBoaHOEe BellaHne, HenpaBuIibHO ykasaB cTpaHy. Ecnuv Bbl He Hawnu BaLwl
PErMOH NN CTPaHy B CMUCKE, CBSXKUTECH C MECTHBIMW OpraHaMm BnacTu st Nony4YyeHus
CrpaBoO4HON MHOPMALMN.

Mowuck — Haxxmnte 3TY KHOIKY, YTOObLI HAaYaTb NOUCK TOYEK 0ocTyna, KoTopble pa60Tar0T Ha
AOaHHOM KaHarne.

Mma 6ecnpoBogHoi cetu (SSID) rmaBHoro mapLupytusaropa/Touku gocryna — SSID
TOYKM JOCTYNa, K KOTOPOW Balle YCTPONCTBO cCObUpaeTCst NOAKMYaThLCA B KAYECTBE KIMEHTA.
MoxHo HaxaTb KHoMKy Mounck 1 BeiGpaTb SSID ceTn, YTOObI K HEW MOAKMOUYNTBLCS.

MAC-agpec rnmaBHoro maplupyTtusartopal/Touku poctyna — MAC-agpec Toukm goctyna
(vHBbIMK crioBamy BSSID), K KOTOpOW Balle yCTPOWCTBO cobupaeTcsi NoaKmoyaThLCs B
KadecTBe knueHTa. MoxHo HaxaTtb kHomnky Mowuck n BeibpaTte MAC-agpec (BSSID) Toukn
[0CTyna, K KOTOPOW Bbl XOTUTE NOAKMYNTLCS.

Nma 6ecnpoBogHom cetu ycunurtens (SSID) — Vima 6GecnpoBogHoi ceTu (MHbIMKU CrioBaMu
SSID) ycTpoKcTBa, K KOTOPOMY MOMYT MOAKIOUYNTBCA BaLl KOMMbIOTEP UNn gpyrue
yCTpOWCTBA.

LnpuHa kaHana — MNponyckHas cnocobHocTb 6eCNPOBOAHOIO KaHana.

An§a Toro, YToGbl U3MEHEHHbIE BaMW HACTPOMKN BCTYMNUMN B CUMY, HAXXMUTE KHOMKY COXpaHUTb,
rocre 9Toro YCTPOWCTBO HAanoMHUT BaM O HEOBXOAMMOCTU nepesarpysku.

4.5.2 3awuTta 6ecnpoBOAHOro pexuma

Ha cTtpaHuue “BecnpoBogHon pexum — 3awurta 6ecnpoBOOJHOro pexuma’ Bbl MOXeTe
HacTpouTb napameTpbl 6e3onacHOCTM Ballen 6ecnpoBOAHON ceTw. YCTpPoMCTBO obecnednBaet
OBa pexuma OGesonacHoctn GecnpoBogHoro coeaumHexnsi: WEP and WPA/WPA2-Personal.
3awuTa 6ecnpoBOAHOro pexmnma MoXeT ObiTb HaCTPOEHa Ha creayloLwmx cTpaHuyax. Nockonbky
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HaCTPOWMKN MOYTU OAMHAKOBbLIE B 3TUX pexumax paboTbl, TO ANs npumMepa Mbl MCMNOMNb3yeMm
YHMBEpPCanbHbIA PEXNM.

Pexum pabotei: YHUBEPCANLHEIR PERHM

OTKNOYHTE 3aWuTY

=« WPAMPA? - Personal(pekomeHyeTcs)
Bepcua: ABTOMATHYECKH (DEKOMEHOYETER) ¥
lWnchpoakne: AETOMETHYESCKN (peKOMeHTyeTcR) ¥
Napone PSK: 41

Tepuog 06HOBNEHNAA MPYANOBOre KMoYa:

WEP
Tum: ABTOMATAYECKA (DEKOMEHOYETCA ¥

dopmar knw4a WEP: WecTHAAUATEPUYHBI v

BoiBpaHHBIA KNy Knioy WEP Tun kno4a
Koy 1 OTknioueHo ¥
Knioy 3 OTknioueHo ¥
Knioy 4 OTknioueHo ¥

CoxpaHuts

Puc. 4-13 3awwuTa 6ecnpoBogHOro pexnma
> Pexunm paboTtbl — 30ecCh ykazaH TEKYLUMIA peXnm padoTbl.

>  OTKMOUYUTb 3aWwmnTy — OYHKUMIO GECNPOBOOHONM 3aLLUTLI MOXXHO BKIIOUYUTL UMK OTKITIOUYUTD,
ANs OTKNIOYeHUs BblbepuTe KHOMKY HaNpoTUB AaHHOW onuuun. Ecnu 3awmTa oTknoYveHa,
6ecnpoBoaHbIE CTaHLUKN MOTYT MNOAKNIOYATLCS K YCTPONCTBY 0e3 LW poBaHUS.
HacTosaTenbHO pekomeHayeTcs BblOpaTh OAMH U3 NpeacTaBeHHbIX HUKE BapuaHTOB
3awuTbl 6ecnpoBOAHON CETH.

> WPA/ WPA2-Personal — BeibpaTb 3awumty Ha ocHoBe WPA ¢ ucnonb3oBaHuem obLuero
Kno4a.

e Bepcus — Bbl MoxeTe BbIOpaTh OAHY U3 HDKECNEAYIOLLNX BEPCUN.

1) ABTOMaTM4ecKn — ABTOMaTUYECKM BblIOMpaeTca OauH U3 BapMaHToOB
ayTeHTudukaumm: WPA-PSK nnn WPA2-PSK, B 3aBMCMMOCTM OT BO3MOXHOCTEWN U
3anpoca 6ecnpoBO4HOM CTaHUUN.

2) WPA-PSK - Naponb PSK (coBmecTHO ucnonb3ayembin knoy) WPA.
3) WPA2-PSK - Napornb PSK (coBMecTHO ncnonb3dyembin ko) WPA2.

e LWundpoBaHue — Ecnu Tun ayteHTUdMKaumm 6bin BoibpaH: WPA-PSK unu WPA2-PSK,
TO Bbl MOXETE YKa3aTb BblbpaTb Takne napameTtpbl: ABTomaTtudecku, TKIP nnn AES B
none WudposaHue.

e [Maponb PSK — Beeaute 3gecb napornb Ang A0CTyna K Ballen 6ecnpoBogHON CeTU.

e [lepuop o6HOBNEHUsA rPYNNOBOro Knrw4a — 3agante B CeEKyHOax MHTepBarn
oBHoBNEeHUA rpynnbl Krtoyen. 3HadeHne gomkHo paBHAaTbesa "0" nnm "30", nnbo Bbiwwe.
Besegute "0" ans oTkntoYeHns 0OHOBNEHUS.

» WEP - BeiGpatb 3awuty 802.11 WEP.

e Twun — Bbl MoXxeTe BblGpaTb 0OWH U3 CrieayHoLLMX TUMOB.
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1) ABTOMaTuyecku — ABTOMaTUYECKM BbIOMpaeTCca OAMH U3 BapuaHToB
ayTeHTudukaumm: O6wmn knrod nnn OTKpbITaa cuctema, B 3aBMCUMOCTH OT
BO3MOXHOCTEN 1 3anpoca 6ecnpoBOAHON CTaHLUU.

2) 06wwun kN4 — VicnonbadyeTcsa ayTeHTUdMKaUUa Ha ocHoBe obLero knoya 802.11.

3) OTKpbITaa cuctema — McnonbayeTcst ayTeHTMUKaUNA Ha OCHOBE OTKPbITON
cuctemsbl 802.11.

e ®opmar knw4va WEP — MoxHo BeiGpate ASCII unu wectHaguaTepuyHbIn hopmar.
®opmaTt ASCII nogxogut nog ntobyo KOMOUHALMIO CMMBOJIOB KIlaBMaTypbl B pamKax
3agaHHon gnuHbl. LecTtHaguatepuyHbli doopmat nogxoamt ansa nodon kombmnHaumm
wecTHaguaTepuyHbix cumeornos (0-9, a-f, A-F) B pamkax 3agaHHOM ANVHbI.

e [MapameTpbl kntovya WEP — BbibepuTe, kakon 13 4eTblipéX Krtouen 6yaeT ucnonb3oBaH, 1
BBEAMTE COOTBETCTBYOWME AaHHble kntoda WEP ans Bawwen cetu B none BbibpaHHOro
KIntoYa HanpoTuB pagnokHOMKKU. [lJaHHble 3Ha4YeHNsa OOIMKHbI COBNaaaTth Y BCEX
BGecnpoBOOHbIX CTaHLMIA BaLLEN CETU.

e Twun knroya — Bel MOxeTe BbIGpaTh AnuHy kntoya WEP (64-6uTHbIN, 128-0UTHBLIN 1nn
152-6uTHbIN.) ANg WndpoBaHus. "OTkOYeHO" o3HavaeT, 4To BBOA Kntova WEP
HEBO3MOXEH.

1) [Onsa 64-6utHoro wndposaHmsa — Bel MmoxeTe BBeCTM 10 WecTHagUuaTepuyHbIX
cumBonos (ntobas kombuHaumsa 0-9, a-f, A-F, HyneBon kntoy HegonyctTum) unm 5
cvmBonoB B koauposke ASCII.

2) [Ona 128-6uTtHoro wmdpoBaHusa — Bbl MoXeTe BBECTU 26 LLeCTHaaLaTePUYHbIX
cvmMBonoB (Nnobas kombuHaums 0-9, a-f, A-F, Hyneson kntoy HegonycTum) unu 13
cumBonoB B koauposke ASCII.

3) [Ons 152-6uTtHoro wudpoBaHus — Bbl MoxeTe BBeCTM 32 LWeCTHaALATEPUYHbIX
cumBonos (ntobas kombuHaums 0-9, a-f, A-F, HyneBom kntod HegonycTum) unn 16
cvmBonoB B koauposke ASCII.

& lMpumeyaHue:

Ecnu Bbl He YCTaHOBUMNK KIoY, TO OYHKLMA 6ecnpoBoAHOM 3awuTbl ByaeT OTKIoYeHa, aaxe
€Cnu Bbl BbIGPanu B Ka4ecTBe Tuna ayTeHTUdMKaLmUM OBLLIMIA KoY.

He 3abyabTe HaxaTb KHOMKy CoOXpaHUTb AN COXPaHEeHWs BalMX HAaCTPOEK Ha [aHHOW
CcTpaHuue.

4.5.3 ®dunbtpauna MAC-agpecoB

Ha ctpanuue “BecnpoBogHon pexum—®dunsrpauus MAC-agpecoB” Bbl CMOXETE HAaCTPOUTb
KOHTpOrb 6ecnpoBogHOro JOCTyna K YyCTPOMCTBY, HacTpomB npasuna cdounstpaumm MAC-agpecos
0ecnpoBOAHbIX CTaHLMIA, NOAKMYAKLWNXCA K YCTPONCTBY (CM. Puc. 4-14). INMockomnbKy HaCTPONKu
MoyTM OOWHaKOBble B pasHbIX pexumax paboTbl, TO Ans Mpumepa Mbl  MCMNOMNb3yeMm
YHMBEpPCanbHbIA PEXNM.
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Pexum paboTbl: YHUBEPCANLHLIA PEXAM

@UNETPaUKA MAC-anpecos: OTKENHYEHO | BKNIDYWTL

Mpaevna gpuasTpauuu
) EHI'IFE‘THTI: LO0CTYN CTAHUWAM, YK333HHLIM BO BEKNIOYEHHLEX NP3BNNAX U3 CNUCKa

Pa3pewnTs AOCTYN CTAHLUWAM, YK33aHHLIM B EKNIDYEHHLI NPABUNAX U3 CWCKE.

D MAC-agpec CoCToRHHE Onucaxue M2MEHHTE

w
=
w
(=]
w
=
o
i

Lobaeuts

Mpeasiaywan CrnegyroLan

Puc. 4-14 dunbrpaunsa MAC-agpecos

POyHkums dunbTpauun MAC-agpecoB No3BONseT BaM KOHTPONMpoBaTh AOCTyn GecrnpoBOOHbIX
CTaHUMM K YCTPOWNCTBY B 3aBucumocTun oT ux MAC-agpecos.

> Pexum paboTbl — 34ecb yKasaH TeKyLMI pexmum paboThbl.

>  ®unbTpauma MAC-agpecoB — Haxmunte kHonky BKnoUYnTb AN BKIOYEHUS AHHON
dyHKuMK. Mo ymonyaHuio ata yHKLMS OTKNIOYEHA.

Ytobbl gobaBnTb 3anuck unetpaumm MAC-agpecoB, HaxmuTe kHoMNKy lobaBuTb... OTkpoeTcs
cTpaHuua “dobaBuTb Ny 3mMeHnTb 3anuck punbtpaumn MAC-agpecos” (cm. Puc. 4-15).

MAC-agpec:
Onucaumne:

CocTosHne: BrnwyeHo A

CoxpaHuTe Haaap

Puc. 4-15 o6aButb unu nameHuTb 3anncek counstpauun MAC-agpecos

> MAC-agpec — MAC-agpec 6ecnpoBogHON CTaHLUMK, KOTOPYIO Bbl XOTUTE KOHTPONMPOBAThb.
» OnucaHue — OnucaHne 6ecnpoBOAHON CTaHLUUN.

> CocTosiHne — Bbibepute coctosiHMe aaHHoM 3anucu, nnbo BknroveHo, nnb6o OTKMIO4YEHO.

Onsa cospaHus 3anucu criegyiTe NPUBEeAEHHBIM HUXE UHCTPYKLUUSAM:

BO-I'IepBbIX, Bbl AOJTXHbI PeLlunTb, 6yD,yT I 3aperncTtpmnpoBaHHbIe 6eCI'IDOBOD,HbIe CTaHUMN UMETb
AOCTyn K TOYKe AocTyna. Ecnun Bbl X0TUTE, YTOGLI 3aperncTtpupoBaHHbie 6ecnposo,u,Hb|e CTaHumn
nMmenn Aoctyn K To4vke goctyna, torga Bam cnegyet Bbl6paTb BapuaHT Pa3peI.IJVITb AOoCTyn
CTaHUuAM, yKka3aHHbIM BO BKIMHOYEHHbIX npaBunax U3 Cnucka, B NpOTMBHOM Criydae cnenyet
Bbl6paTb 3anpeTMTb AoCTyn CTaHUMAM, YKa3aHHbIM BO BKITHOYEHHbIX npasunax u3 cnucka.

Ona pob6aBneHnsa 3anucu cdunbTpaumn MAC-agpecoB crnegynTe HWXe YKasaHHbIM
MHCTPYKLUAM:

1. BeepguTte cootBeTtcTBYtOWMn MAC-agpec B none MAC-agpec. ®opmat MAC-agpeca
cneayowmn: XX-XX-XX-XX-XX-XX (roe X npeacrasnsieT cobown nodor cumeon uns: 0-9, a-f,
A-F). Hanpumep, 00-0A-EB-B0-00-0B.

2. Bsegute npoctoe onncaHne 6ecnpoBoaHONM cTaHumM B none OnucaHue. Hanpumep,
"BecnpoBogHasa ctaHumsa A"

3. CocTtosiHue — B Bbinagatowiem cnncke CoctosiHue Boibepute BknroueHo nnu OTKNOYeHO
0N JaHHOW 3anucu.
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4. Haxmute CoxpaHUTb, YTOObLI COXPaHUTb CAEMNaHHbIe HACTPOMKN.

[na gobasneHnsa HOBbIX 3anucern noBTopuTe Wwarn 1-4.

Ona nameHeHus unm yoaneHusa Cyl.l.l,eCTBy}OI.I.IEI;i 3anucu:

1. HaxmuTe kHonky U3MeHUTb AN BHECEHUsI UIBMEHEHMI B 3anvCb Unn YaanuTtb Angd eé
yoaneHus B konioHke U3meHnTb B Tabnuue dunotpaumns MAC-agpecos.

2. WNameHuTe 3anuchb.

3. Haxmunte kHonky CoxpaHuUTb.

HaxmuTe kHonky BknrounTb BCce A5 BKIIIOYEHUS BCEX 3anncen.
Haxmute OTKNIOYUTL BCe NS OTKMOYEHMS BCEX 3anucen.

Haxmunte KHOMKY Ypanutb Bce an4 yaaneHna Bcex 3anucen.

Haxmute kHonmky Cnepyrowas aAna nepexofa Ha Crnegylllyl CTpaHuudy WM Haxmute
Mpepbiaywas Ang Bo3spaTa Ha NpeablayLlyo CTpaHuLy.

Hanpumep: Bbl xoTuTe npegoctaBuTb AOCTYN K YCTPOWCTBY TOMNbKO Ans 6ecnpoBofHOM CTaHLum
A ¢ MAC-agpecom 00-OA-EB-00- 07-BE, a Bcem npo4MMm 6GecnpoBOOHbIM CTAHUMSM 3anpeTuTb

JocTyn K ycTtponctsy. [ns aToro Ha cTpaHuue ®dunbtpauma MAC-agpecoB HeobGxoommo
caenartb cnegytollee:

1. HaxmuTte kHOmMky BknounTb AN BKNIOYEHNUS AaHHOW DYHKLMN.

2. BblbepuTe KHOMKy: PaspewmnTb 4OCTYN CTaHUMUAM, YKa3aHHbIM BO BKITHOUYEHHbIX
npaBunax u3 cnucka ans Mpaeun domnbTpaumu.

3. Ypanute unu oTKMNOYUTE BCE 3anuCK, eCNK TaKoBble MMETCH B Tabnuue dunbTpaumnm
MAC-agpecos.

4. Haxmute kHonky lo6aBuTb... n BBeante MAC-agpec 00-0A-EB-00-07-BE B none
MAC-agpec, B none OnucaHue BBeanTe Ha3BaHue (Hanpumep, becnpoBogHas ctaHums A),
BblOepuTe BknroveHo 13 Beinagatowero cnucka CoctosiHue. Haxmnte KHONKy CoxpaHuUTh.

MpaBuna GuUnbTPaLun AOIMKHbI BbIFMAAETh CreayoLwmm o6pasoMm:

I MAC-agpec CocToAHue OnucaHne HameHnT

1 00-0A-EB-00-07-BE BrnrveHo wireless station A HameHnTs Ynanute

& lMpumeyaHue:

Ecnu BkniounTb AaHHYy0 yHKUMIO 1 BbibpaTb “PaspelunTb AOCTYN CTaHUUAM, YKa3aHHbIM BO
BKMIOYEHHbIX NpaBunax u3 cnucka’ Ana Mpasun dunbTpaunm, HO B CNIUCKE HET HU OLHOW
aKTVIBVIpOBaHHOIZ 3anncn, 1o HMU OAdHa 6ecr|posonHa;| CTaHUuA He 6yp,eT MMeTb AocTyna K
YCTPOMCTBY.

4.5.4 [lononHuTesbHble HACTPOMKM

Ha ctpaHuue “becnpoBogHon pexum — [ononHuTenbHble HACTPOMKN” Bbl MOXETE yKasaTb
napamMmeTpbl AOMOMHUTENbHBLIX HacTpoek OecnposBogHon cetun (cMm. Puc. 4-16). Tlockonbky
HACTPOWKN MOYTM OOMHAKOBbLIE B pasHbIX pexmmax paboTbl, TO Afs npuMepa Mbl UCMONb3YyeEM
YHMBeEpPCanbHbIA PEXNM.
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Pexum paboTbl: YHHEEPCANBHBIA PEXAM

MoWHOCTL NepeaaT4mEa; Bricokan v
WHTepean maAka: 100

Mopor RTS: 2

Mopor coparmexTamnm: 2346
1
L4

Wurepean DTINM:

AxTenpoeate WHN
# AkTneEWpoEate Short Gl (KopoTKMIA 33WNTHEIA WHTEPEEN)
AETWEWpOEATE AP Isolation (MaonAumMA ToukK goctyna)

CoxpaHnTs

Puc. 4-16 [JononHuTenbHblE HACTPOWKM
> Pexum paboTbl — 34ech ykasaH TeKyLLUN pexum paboThbl.

MowHocTb NepeaaTymka — 30eCb MOXHO YKasaTb MOLLHOCTb Nepefayn curHana
ycTporcTBoM. MoxHO BbiOpaTh: Bbicokas, CpeaHsas nnv Huskas. Mo ymonyaHuio BbIGpaHo
"Bbicokag", pekomeHayeTCca OCTaBUTb 9TO 3HAYEHUE.

> WHTepBan masika — CurHanbHbIMM NakeTammn Ha3bIBAKOTCA NakeThbl, KOTOPbIE YCTPONCTBO
HanpaBnseT Ans CMHXpPOHU3aLuun 6ecnpoBofHOW ceTu. MIHTepBan curHaneHOro naketa
onpegensieT BpEMEHHOW MHTepBarn OTNpaBKu CUrHanbHbLIX NakeToB. Bbl MOXeTe BbICTaBUTL
3HayeHus B uHTepsane 40-1000 munnucekyHa. o ymonyaHuio ykasaHo: 100.

> Mopor RTS — 3gecb Bbl MOXeTe ycTaHoBUTbL nopor RTS (3anpoc Ha oTtnpaBky). Ecnu nakeT
bonblle pasmepa, yctaHoBneHHoro noporom RTS |, To ycTporicTBo 6yaeTt HanpaBnatb 6510ku
RTS Ha onpegenéHHyo NpUHMMaLOLLYIO CTaHLMIO U COrfacoBbiBaTh OTNpaBKy GriokoB
OaHHbIX. 10 yMOnyaHuio ycTaHOBIEHO 3HaveHmne: 2346.

> Mopor dparmeHTaumm — [laHHas BenuunHa npeacraBnsieT cobor MmakcumManbHbIn pasmep,
nocrie KoToporo nakeTbl OyayT noasepraTbCs hparMeHTaunn. YCTaHOBIEHWNE CIIULLIKOM
HW3KOro nopora cparmMeHTaunm MoXeT NPUBECTUN K CHUXEHUIO MPOM3BOAUTENIBHOCTU CETU
n3-3a M36bLITOYHOro KoNM4ecTBa NakeToB. B kauecTBe pekoMeHAOBaHHOW BENUYMHDI
npegnaraeTcs ykasaTtb "2346"; gaHHas BefMyYMHA yCTaHOBIEHA N0 YMOMYaHUIo.

> WutepBan DTIM — [JaHHas BenuunHa onpenensieT nHTepsan otnpasku "CoobLweHuns o
Hoctaske Tpadumka" (DTIM). Bl MOXXeTe BbICTaBUTb 3Ha4YeHWE B AuanasoHe mexay 1-255
WMHTEepBanaMy curHansHoro naketa. [1o ymon4yaHuio yCTaHOBIEHO 3HadyeHune: 1, 4To
O3HavaeT, 4To uHTepBan DTIM paBeH VIHTepBany oTnpaBku CUrHasbHOro nakeTa.

>  AktnBupoBatb WMM — OyHkuma WMM obecneunBaeT NnepBOOYEPEHYO OTNPaBKY
COO0O6LLIEHMIN C BbICOKMM NPUOPUTETOM. HacTosATeENbHO peKOMEHAYETCS BKITOUNTL AaHHYO

dyHKLMIO.

> AxktuBupoBaTtb Short Gl — [laHHas dyHKUMA Takke pekoMeHOoBaHa, MOCKOSbKY NO3BONAeT
YBEINMYUTb MPOMYCKHYI0 CMOCOOHOCTb 3a CYET CHMKEHUS ANUTENBHOCTM NOMOChI
pacuIibTPOBKU.

> AxktnBupoBartb AP Isolation — V3onupyeT Bce nogkntoyeHHble 6eCnpoBOAHbIE CTaHLNK
Taknm obpasom, 4To 6ecnpoBOAHbIE CTAHLMM HE CMOTYT obpallaTbCs ApYr K Apyry vyepes
WLAN.

4.5.5 Cratucrtuka 6ecnpoBOAHOro pexuma

Ha cTtpanunue “becnpoBogHon pexnm — CTaTUCTMKa 6ecnpoBOAHOrO pexuma’ Bbl MOXETE
npocMmoTpetb uHGopmaumio no  MAC-agpecy, TeKyweMy COCTOSHUIO, MOMYYEHHbIM WU
OTMpPaBMEHHbIM NakeTam A8 KaXaou NoaknioyéHHON 6ecnpoBogHON cTaHumm (cMm. Puc. 4-17).
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Pexum paborsl: YHUBEPCANEHBIA PEKHM

YHCNO NOLKNIOYEHHbIX B HACTOAWEE BPEMA BeCTPOBOAHLIX CTAHLM: 1 | OBHoBMTL

1D MAC-agpec Tekywee COCTORAHHE MakeToB NPUHATO MNakeToB OTNPaBNeHO HacTponts
1 60-92-17-6B-64-78 WPAZ2-PSK 30 9 EEUI Y

Mpegsigywan Creayiowan

Puc. 4-17 Ctatuctmka 6ecnpoBogHOro pexuma
> Pexum paboTbl — 34eck ykasaH TEKYLLUIA pexum paboTsbl.
» MAC-agpec — MAC-agpec nogknio4éHHon 6ecnpoBogHON CTaHLMM.

» TeKyulee cocTosiHue — Paboyee cocTosiHMe NoaknoyYEHHOM 6ecnpoBOAHOM CTaHUMN, OANH
n3 BapuaHToB: STA-AUTH / STA-ASSOC / STA-JOINED / WPA /| WPA-PSK / WPA2 /
WPA2-PSK / AP-UP / AP-DOWN / OTKntoyeHo.

> MakeToB NpMHATO — KONn4ecTBO NakeToB, NOJTyYEHHbIX NOAKNIOYEHHON BecnpoBO4HON
CTaHumen.

> [akeToB oTnpaBneHo — KonmMyecTBo NakeToB, OTNpaBreHHbIX NOAKIMIOYEHHON
©ecnpoBOaHON CTaHLUMEN.

» Hactpoutb — [106aBuTh 3anuck B dPunbtpaumnio MAC-agpecoB npu BKMNHOYEHHOM NpaBune
dumnbTpayun.

Bcs MHopMaLums Ha 3ToW CTpaHULEe AOCTYMNHA TONbKO ANns YTteHus. [na obHOBNEHWsT AaHHbIX Ha
39TOM CTpaHMLUE U OTOOpaXXeHMst MOAKMIOYEHHBLIX Ha [aHHbI MOMEHT OecnpOBOAHbLIX CTaHLMN
HaXkmute KHornky OGHOBUTL.

Ecnu konnyectBo NoaKMHOYEHHBIX 6ECNPOBOAHLIX CTAHLMIA B CMIMCKE BbIXOAWUT 3a Npeaenbl ogHou
CTpaHuLbl, HaXMuTe KHomnky Cneayrowas, YtoObl NepeiTh Ha credyoLLyo CTPaHULY, U HaXMUTe
kHonky Mpeabiaywasn, YTobbl NepenT Ha NpeabliayLLyo CTpaHuLy.

& MMpumeyaHue:
3OTa cTpaHuLa 0GHOBNAETCA aBTOMATUYECKUN Kaxable 5 ceKkyHn,.

4.5.6 MOHMTOPUHI NPONYCKHON CNOCOBGHOCTH

Ha ctpaHuue “BecnpoBogHOM pexuM — MOHUTOPUHI MPOMYCKHOM CMNOCOGHOCTU” Bbl
MOXeTEe 03HaKOMUTLCA C MHbopMaLuen No ckopocTu becnposogHor nepegayum (cm. Puc. 4-18).
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MoHUTOPUHI NponycKHOI cnocoGHOCTH

CropocTe: butlcex Bpems pafoTel: 80 5

Texywmi T i
e M M Cpenuan

-2.4-4-53Kbp5 12.248Kbps 1.0605Kbps 4.2793Kbps
DKhns NKhns NKhns DKhns

3anyctuTe | | OCTaHOBKMTE

Puc. 4-18 KoHTporb NponyCckHOM CnocoOHOCTH

CkopocTb — EguHMua namepeHus nponyckHom cnocobHOCTM.

Bpems paboTtbl — Bpems, B TedeHune koToporo pabotaeT AaHHas pyHKUUS.

OTtnpaBneHo — NHopMaLmsa No CKOPOCTM Nepeaayn AaHHbIX.

MpuHaTo — VIHopmauusa no ckopocTy NpMéma AaHHbIX.

HaxmuTe KHonKy 3anycTuTb, YTOOLI 3anNyCTUTb CNY>XBY KOHTPONS NPONyCKHOM CNOCOBHOCTH.
HaxxmuTe kHonKy OCTaHOBUTb, YTOObI OCTAHOBUTL CMYXOY KOHTPONSA NPOMYCKHOM CNOCOBHOCTY.

vV V V V

4.6 CucrteMHble UHCTPYMEHTDI

CucteMHble MHCTPYMEHTbI MOMOryT ONTMMM3MPOBaTb HACTPOWKY Ballero ycrponctea. MoxHo
0obHoBUTL BCTpoeHHoe 1O Bawero ycunutenss 6ecnpoBOAHOrO YCTPOWCTBA, a Takke co3daTtb
pe3epBHYO KOMUKD HACTpPOeK wunn BOCCTAHOBUTb HaCTpOVIKM ycunutensa. PeKomeH,qyech
M3MEHUTb Mapoflb MO YMOMYaHWIO AN AOCTyna K YCTPOWCTBY vepes3 BeO-yTUNMTYy HaCTPOWKW.
MOXHO NOCMOTPETL COCTOSIHUE CUCTEMbI B CUCTEMHOM XypHane.

MeHio CucTeMHble MWHCTPYMEHTbl COOEpPXWUT LwecTb nogpasgenos (cm. Pwuc. 4-19):
O6HoBneHne BcTpoeHHoro IO, 3aBoackue HacTpoukun, PesepBHasi konua wm
BoccTaHoBrneHue, [lepesarpy3ka, [Maponb u©n CuctemHbIn XKypHan. Haxwmuite Ha
COOTBETCTBYIOLLUMIA MYHKT ONSA ero HacTpouvku. [letanbHas MHQoOpMauma no Kaxgomy MyHKTY
npeacraBfieHa HUXe.

CHCTEMHBIE HHCTPYMEHTHI

- ODHoENEHne BCTpoerHoro MO

- 3aBOOCKHE HACTPOHKH

- PezepBHan KOMWA M BEOCCTAHOENEHNE
- Nepesarpy3ka

- MNaponk

- CHCTEMHLIH ¥ypHan

Puc. 4-19 MeHI0 cMcTeMHbIe MHCTPYMEHTbI
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4.6.1 OGHoBneHune BcTpoeHHoro MNO

Ha cTtpaHuue “CucteMHble MHCTpPyMeHTbl — OGHoBneHue BCTpoeHHoro MO’ Bbl MoxeTe
06HOBUTb BCTpOeHHOe 1O (MHBIMWM CrnoBamu, MPOLUMBKY) Ballero yCTPOWCTBA A0 MOCHefHewn
Bepcun (cm. Puc. 4-20).

Dain: Of30p...
BepcuA ectpoenHoro NMO: 3.14.8 Build 140716 Rel.42211n
Bepcua ofopyaoBaHuA; WABSORE v1.2 00000000

OBHoBNTE

Puc. 4-20 O6HoeneHne BcTpoeHHoro MO

HoBble Bepcumn BcTpoeHHoro 0O BeiknagbiBaoTca Ha canTte http://www.tp-link.com n goctynHbl
B6ecnnatHo.

> Bepcusa BctpoeHHoro MO — 3aeck ykasbiBaeTcs Tekylwasa sepcud BctpoeHHoro MO.

> Bepcusa obopyaoBaHus — Tekyllas Bepcus annapaTtHon Yactu. Bepcus, ykasaHHas B channe
0BHOBMEHUS, 1 TeKyLLlas BEpCUSa OOIMKHbI COBNaaaTh.

& MMpumeyaHue:

1. MpoBogunTb 06HOBNEHME BCTpoeHHoro MO Lenecoobpas3Ho B TOM criyyae, ecrnv HOBOe
BCTpoeHHoe O nmeeT HoBble PYHKLMKN, KOTOPbIE Bbl XOTUTE MCMoNnb3oBaTb. OQHaKO ecrnu
Bbl CTOMNKHYNUCbL C NpobrieMamu, Koraa ycTponcTBO paboTaeT HEKOPPEKTHO, TO BaM CTOUT
00HOBUTL BCcTpoeHHoe 0.

2. Tllepepn obHoBneHneM BcTpoeHHoro MO 3annwmnTe HeKoTopbie N3 Hanboree BaXHbIX
HaCTpoeK, YToObl He 3abbITb UX. DTO MOMOXET HEe MOTEPATb BaXKHble HACTPONKMN YCTPONCTBA.

[Onsa obHoBneHus BctpoeHHoro MO Heob6xoaumo:

1. CkauvaTb nocnegHtoto Bepcuto BcTpoeHHoro MO ¢ Beb-canTta TP-LINK
(http://www.tp-link.com).

2. YkasaTb nyTb unu Haxatb O630p... Ans Bbibopa ckavyaHHOro avina, YTobbl OH NOsIBUIICH B
none ®dann.

3. Haxatb kHonky OGHOBUTD.

& MMpumeuaHue:

He BblknioyanTe yCTpOMUCTBO M He HaxuMmaiTe kHoMKy Reset Bo Bpemsi npouecca 0GHOBMNEHMS
BcTpoeHHoro MO. MNocrne 3aBepLieHVs 0GHOBMNEHMUSI YCTPOWCTBO Nepe3arpy3vTcsi aBTOMaTUYECKH.
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4.6.2 3aBoacKue HaCTPOWMKMU

Ha cTpaHuue “CucTeMHble MHCTPYMEHTbl —  3aBOACKME HaCTPOWMKU™ Bbl MOXeTe

BOCCTAHOBWUTbL 3aBOACKME HACTPOWKM Ballero ycunurtenss GecnpoBogHoro curHana (cMm. Puc.
4-21).

HaxmuTe 3Ty KHoNKy ONA BOCCTAHOBNEHWA 3AB0OCKWY HACTPORK.

BoccTtaHoenTs

Puc. 4-21 BoccTaHoBneHWe 3aBOACKUX HACTPOeEK

HaxmnTe BoccTaHOBUTB Ang cOpoca BCcex HACTPOEK A0 M3HAYasIbHO YCTAHOBIEHHbLIX 3aBOACKMX
3HaYEeHUN.

¢ Umsa nonb3oBaTtens no ymonyaHutoo: admin

¢ [Maponb no ymonyaxuio: admin

e IP-agpec no ymonuyaHuto: 192.168.0.254

¢ Macka noacetu no ymonydaxuio: 255.255.255.0

& MMpumeuaHue:
MNpy BOCCTAaHOBMNEHUM 3aBOACKMNX HACTPOEK BCE BHECEHHbIE N3MEHEHUs ByayT yTepsiHbl.

4.6.3 Pe3epBHasi KONUA N BOCCTaHOBJIeHUEe

Ha cTtpaHuue “CucteMHble MHCTPYMeHTbl — Pe3epBHaA KOnNuUsa M BOCCTaHOBIEHUe” Bbl
MOXETe COXPaHWTb BCE BallM HACTPOMKM Ha KOMMbIOTepe B OTAENbHOM dhanne, a Takke
BOCCTaHOBWUTb HacTpoyku u3 pavina (cm. Puc. 4-22).

PezepBHan KONKA: F'ESBPEIHEH EonuAa

Dain: O63op... BoccraHoeuTs

Puc. 4-22 Pe3epBHas Konusi 1 BOCCTaHOBMNEHNE

HaxmuTe kHonky PesepBHas Konus, 4ToObl COXPaHUTL TEKYLLUe HACTPOMKU B dpaiin Ha Ballem
KOMMbloTEpE.

YT100bI BOCCTAaHOBUTL HAaCTPOMKMU YCTPOUCTBA, CreaynTe yKa3aHHbIM HUXEe UHCTPYKLMAM:
e Haxmnte O630p... ANa nomcka carna ¢ HacTpoMKamu.

e Haxmnte BoccTtaHoBUTL 45151 OOHOBNEHUSA HacCTpoOeK C NMOMOLLbIO Bbl6paHHOFO BaMu d)aﬁna.

& MMpumeyaHue:

Tekylme HacTporku ByaoyT 3aMeHeHbl HacTporikamu u3 darnna. HenpaBunbHble 4ENCTBUS MOTYT
noBpeauTb YCTPOMCTBO TaK, YTO €ero yxe Henb3s OyaeT HacTpauBaTb Boobule. [lpouecc
BOCcTaHoBreHus anutces 20 cekyHA, Nocre Yyero yCTpoMCTBO aBTOMaTUYECKM nepesarpy3utcs. Bo
n3bexaHne MOMOMKM YCTPOMCTBA HE OTKMKYaWTe ero OT NUTaHUs BO BPEMSI BOCCTAHOBIIEHUS
HacTpoek

29



YHI/IBepcaJ'IbeIVI ycunuTternb GGCI'IpOBOﬂHOFO curHana,

ckopocTb o 300 M6ut/c

TL-WAS850RE

4.6.4 lepe3arpy3ka

Ha ctpaHvnue “CucteMHble MHCTPYMeHTbl — [lepe3arpy3ka” Bbl MOXeTe nepesarpysutb
YyCTpPOMCTBO (CM. Puc. 4-23).

HammMuTe 3Ty KHONKY ANA Nepe3arpyakn yeTponcTea.

MNepeaarpyanTs

Puc. 4-23 lMNMepe3sarpy3ka ycTponcTea
HaxmuTte kHonky Mepe3arpy3uTb And nepesarpysku yCTpOMUCTBa.

HekoTopble HaCTpOWKM BCTYNSAT B CUAy TONbKO MOCMe nepes3arpy3kn YCTPOMCTBA, K HUM
OTHOCATCS:

e WNameHeHue LAN IP-agpeca (yCTpOMCTBO nepesarpy3antcs aBTOMaTUyYeckn).
¢ M3ameHeHne HacTpoek 6ecrnpoBOAHOro pexnma.
e  VI3ameHeHue nopTa Beb-MHTEpdenca HacTPOMKN.

e  O6HoBneHne BcTpoeHHoro MO ycTponcTBa (cMctema Npon3BenET nepesarpysky
aBTOMaTU4eECKN).

e BoccTtaHoBneHue 3aBOACKNX HAaCTPOEK YCTPOMCTBA (CUcTeMa Npom3BeaET nepesarpysky
aBTOMAaTU4YeCKM).

e OOGHOBNEHME HAcTpoek U3 dhanna (cuctema Npon3BedEeT nepesarpysky aBToMaTUYeCKNn).
4.6.5 MNaponb

Ha cTtpaHuue “CuctemMHble UHCTPYMeHTbl — [laponb”’ Bbl U3MEHATb MNpPedyCTaHOBIEHHbIE
3HaYeHNs MMEHU Nonb3oBaTeNs U Napons yctponcrtea (cM. Puc. 4-24).

MIMA NonL30BaTENA W NAPENE HE DOMMHE GBITs AMHHHES 14 CHMECMOE M HE AOMMHE COOEPHaTE Npodent!!
MNpeasiayuee MMA NoNL20BaTENA:

MpensiaywHin naponks:

HoBoe MMA NoNL30BaTENA:
Hoewif naponk:

MoATEEPAHTE HOBLIA NAPonk:

CoxpaHnte Ounctute BCE

Puc. 4-24 Mapornb

HacTosiTenbHO pekoMeHayeTcs M3MEHWUTb NpedyCTaHOBMEHHbIe 3HAYEHUs1 UMEHU Mosib3oBaTens
M napons yCTpoWCTBa, NMOCKOMbKY NMoBON YenoBek CMOXET MOAKMIYUTLCS K YCTPOUCTBY Yepes
BEG-yTUNUTY HaACTPOWMKN WM NOCPEACTBOM MacTepa ObICTPO HACTPOWKU C MOMOLLbI MMEHU
nonb3oBaTens/napons no yMomyaHuto.

& MpumeyaHue:

HoBble 3HaYeHUs1 UMEHU NONb30BaTENS U NapONs He AOMKHbI NPeBbIlaTh 14 CUMBOIOB, U B HUX
He OOMKHO copepxaTbcsl npobenos. [Ons NOATBEpXOEHUS Mapons ero noTpebyeTcs BBECTU
ABaxabl.

Haxmunte COXpaHMTb ana coxpaHeHuna HaCTpOoek.
Haxmute O4nCTUTL NS OYNCTKM MOMEen.
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4.6.6 CucteMHbIN XypHan

Ha ctpaHnue “CucteMHble WHCTPYMEHTbl — CUCTeMHbIN XKypHan’ Bbl cMoXeTe
npocMarpuBaTb CUCTEMHbIE XypHarbl ycTponcTea (cMm. Puc. 4-25).

Tun xypHana: BCE ¥  YpoBeHb #ypHana: |BCE A

PK)-DHEIJ'I nycT.

H-Ver =WAS250RE v1.2 00000000 : 5-Ver = 3.14.8 Build 140716 Rel.42211n
L=192.168.1.101 : M = 255.255.255.0
W1 =DHCP:W=192.168.1.101: M = 255.255.255.0: G =192.168.1.1

OGHoBUTE CoxpaHuTe #ypHan OuncTuTe KypHan

peabiayLLan Cnegyrouyas Tekywnia e |1 v | cTp.

Puc. 4-25 CncTtemHbIv XXypHan

YCTpOWCTBO MOXET XpaHUTb 3anucy B XXypHane no Bcemy Tpaduky. Bbl MoxeTe mocMoTpeTb
KypHarbl, YTOObI BbISCHUTL MPUYMHY KaKUX-TO COOLITUI UK HENONaaok B CUCTEME.

» Twun xypHana — lNpu BbiGope gaHHOro NyHKTa OyayT oToOpaxaTbCs XypHarbl TONbKO
[aHHOro yKasaHHOro Tuna.

> YpoBeHb XypHana — [pu BbiGope AaHHOro nyHkTa 6yayT oTobpaxaTbCsl )KypHarbl TONbKO
[AaHHOrO yKa3aHHOro YpOBHSI.

Haxmnte O6GHOBUTL AN 0TOGpaXeHWs NocneaHero Cnmcka XXypHaros.
HaxmuTe CoxpaHUTb XKypHan 4 CoOXpaHeHUs BCEX XypHarnoB B dhavine gopmara «ixty».

Haxxmnte Oumctntb XypHan Ond yoaneHuna BCeX XypHalioB M3 CUCTEMbl HaBcerga, a He
OYUNCTUTb CTpaHnLy.

Haxmute kHomky Crepylowas Ons nepexofa Ha CrieayloLwylo CTpaHuuy, HaXXMUTE KHOMKY
Mpeabiaywas ans Bo3BpaTta Ha NpeablayLLyo CTpaHuLy.
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MpunoxeHue A: 3aBoaCKMe HaCTPOMUKU

HasBaHue 3Ha4yeHue No yMonyaHuo
Ba3oBble HaCTPOMKMU MO YMON4YaHUIO

Mms nonsb3osarens admin

Maponb admin

IP-agpec 192.168.0.254

Macka nogceTtu 255.255.255.0

[JomeHHoe nmsa http://tplinkextender.net

HacTtpoiku 6ecnpoBOgHOIro pexuma

SSID TP-LINK_Extender_ XXXXXX
3alwmTa 6ecnpoBOAHOrO pexmma OTKntoueHo
PunbTtpauma MAC-agpecos OTKNoYeHOo

& NMpumeyaHue:

SSID (umsa 6ecnposogHon cetun) no ymonyanuo: TP-LINK_Extender XXXXXX (roe XXXXXX aTo
nocrnegHne yHukanbHble wecTtb undp MAC-agpeca Bawero ycTponcrtsa). OTOT napameTp
YYBCTBUTENEH K PETUCTPY.
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NMpunoxeHue B: YcTpaHeHue HencnpaBHOCTEN

T1. Kak BoccTaHOBUTb 3aBOACKME HACTPOMKM HA MOEM ycunuterne 6ecnpoBOQHOro curHana?
BoccraHoBuTb 3aBOACKME HACTPOKKKM YCTporcTBa MoxHO [1IBYMA cnocobamu.
Cnocob 1:

He otkniovas nutanmsa ycunutenda TL-WAS50RE, ¢ nomowbio 6ynaBku Haxmute U
yaepxuBanTe HaxaTton B TedeHue 8 cekyH kHonky RESET, koTopas HaxoguTcsa Ha 3agHen
naHernu ycTponcTea.

Cnocob 2:

Bongute B BeO-yTUNUTY HacTporkn yecunutensa TL-WAB50RE, 3angute B MEHIO Ha CTpaHuuy
“CucTeMHbIe MHCTPYMEHTbI -> 3aBOACKME HAaCTPOMKN” 1 HaxmnTe “BoccTaHOBUTL .

HasMUTE 3Ty KHOMKY ANA BOCCTAHOBNEHUA 33B00CKWX HACTRORK.
BoccTaHoenTs

& lMpumeyaHue:

Mpu cbpoce HacTpoek ycunutens GecnpoBOAHONO curHamna BCe €ero TeKyliMe HaCTPOMKM
TEpSIIOTCS, @ YCTPOUCTBO TpebyeTcs HacTPOUTbL 3aHOBO.

T2. Y10 penaTb, ecnu 51 3ab6biN naponb?
1) BoccraHoBuTe 3aBOACKME HACTPOMKN yeunutens 6ecnpoBogHoro curHana. Ecnu Bbl He
3HaeTe, KaK 310 AgenaeTtcs, cMoTpuTe pasgen T1;
2) [nsa Bxoga B YCTPOWCTBO MCMOMb3yNTE MMA NOMb30BaTENS Y NAposib N0 YMOMYaHMIO:
admin, admin;
3) HacTtponTe 3aHOBO YCTPOWCTBO MO MHCTPYKLMSM AaHHOrO PYKOBOACTBA NOMb30BaTens.

T3. Yto AenarTb, ecnu s He MOry 3aUT B Be6-yTUIINUTY HAaCTPOMKKN yCuUnuTens
6ecnpoBogHoOro curHana?

1) TMpoBepbTe, KOPPEKTHO NN YCTAHOBIEHBI BCE COeAMHEHUs (kak GecnpoBoaHble, Tak U
npoBoaHble). Ecnu ga, npuctynute k criedytowemy Lary, ecrv HeT, UCpaBbTe Tak,
4TOGbl COEAVHEHNST YCTAaHOBMNEHbI HAOEXHO.
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T4.

T5.

T6.

2) TonpobyiiTe nonyunTb IP-agpec v Wwnio3, ecnv Bam 3TO yAanocb, OTKPOWUTE
Beb6-Opaysep, BBeguTe JOMeHHOe uMs o ymondanuio (http://tplinkextender.net) B
afipecHo CTpoKe 1 Bonaute B BED-yTUNNTY HACTPONKM YCTPOMCTBA.

Ecnn Bam He ypaétca 3anMTu B YCTPOWCTBO, HaxmuTe kHonky RESET, a 3atem
ucnonb3dynte IP-agpec no ymonyaHuio And Bxoga B BeEO-yTUNUTY HACTPOWKM W
nepeHacTponTe yCTPOMCTBO.

3) Ecnu npobnema He pelueHa, CBSXKMTECH CO CINY>KO0M TEXHUYECKON NOAOEPKKN.

Kak y3HaTb, 4TO curHan moewn 6ecnpoBOgHOM CeTU yCUNMBaeTCs YyCTPONCTBOM
TL-WAB850RE?

MpocTbim cnocobomMm sBNSieTCA MNPOBECTM CPaBHEHME MOLLUHOCTU CcurHana Ballen
BecnpoBogHon cetn (06o3HaveHHOM ¢ nomolbto SSID), korga ycunutens 6ecnpoBogHOro
curHana Haxogutcs B pabovem u He B paboyeM coctosHuu. lNepen Tem, Kak MpoBOAUTL
CpaBHeHMeM ybeguTecb, YTO Ball KOMMbLIOTEP MOXET nony4vaTb |IP-agpec oT Bawen
GecnpoBogHon  cetu n umeeT goctyn k NHTepHeT (¢ nmomowbio TL-WAB50RE unun 6e3
Hero).

Byaet nu ycunutenb 6ecnpoBOAHOro curHana pabéorartb, eCnu s NOAKIOYY K ero
nopty ETHERNET mapwpyTtusatopa 4yepes kabenb Ethernet?

HeT, B aTOM cny4dae ycunutenb 6ecnpoBodHOro curHana pabortatb He OygeT. Ycunurenb
6ecnpoBOOHOrO curHana AOSPKeH MoaknovaTbCsl K MapLupyTusatopy no 06ecrnpoBOgHOMY
coeanHerunto. Mopt ETHERNET cnyxut anga Toro, 4tobbl nogkntovatb K HEMY NPOBOAHbIE
yCTponcTBa Takue Kak, HTepHeT-TB, urposble koHconu, DVR n T1.0.

MoyeMy ckopocTb 6ecnpoBOAHOro NOAKIMIOYEHUs NagaeT, Toraa, Kak MOLWHOCTb
6ecnpoBOAHOIo cUrHana Bbipocna nocrne nogknioyveHus ycunutens TL-WA850RE?

B cooTtBeTcTBMM C npoTokonom 6GecnpoBodHOW nepefadn OaHHbIX, BCE YCUNUTENU
6ecnpoBOHOrO CuUrHama HacTpoeHbl Ha paboTy He B MONTHOOYMIIEKCHOM pexume, a B
nonygynnekcHoMm. [pyrMmm  crioBamyn  ycunuTenb ©OecrnpoBOAHONO CcurHamna  OoJhKeH
OCYLLECTBNATb COEAMHEHME B OAHOCTOPOHHEM Mopsake Mexay rnaBHbiM 6ecnpoBOAHbIM
MapLUPYyTU3aTOPOM (TOYKOW AOCTYNa) U KOHEYHLIMU KITMEHTaMM, NOITOMY BpeMs nepenayv
AaHHbIX YBENUYMBAETCSA B ABa pasa, Torga Kak CKOpOoCTb YMeHbluaeTcs. Mbl pekomeHayem
BaM MoAknovatb ycunutenb OecnpoBOAHOrO cuUrHana, korga YpOBEeHb CurHana Ballen
OOMaLLHEN CeTH HU3KMI UK Korga BaM TpebyeTcs yCTpaHUTb « MEPTBbIE 30HbIY.
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MpunoxeHue C: Cneundukauyms

O6uwume napameTpbl

MoAnepxuBaembie IEEE 802.3, 802.3u, 802.11n, 802.11b and 802.11g, TCP/IP, DHCP
CTaHOapTbl

CepTtudukarms CE

MopTbi OpuH nopt LAN 10/100 M6ut/c ¢ aBTocornacosaHvem (pasbém

RJ45)

MapameTpbl 6ecnpoBOAHON CBSA3U

[JnanasoH 4yacTtoTt

2,4-248351Ty

CkopocTb nepepayn
AOaHHbIX NO
6ecnpoBogHOMY
coeaVHEeHNo

11n: po 300 M6uT/c (aBTOMaTU4ECKOE NEPEKITHOYEHME)

11g: 54/48/36/24/18/12/9/6 MbuT/c (aBTOMaTU4ECKOE
nepeknoyeHne)

11b: 11/5.5/2/1 M6uT/c (aBTOMaTMYECKOE NEPEKOYEHNE)

PaCLLII/IpeHVIe YacToThl

DSSS (LnpokononocHas Moaynauusa ¢ NpsamMbIiM pacLunpeHnem
crnekTpa)

Mopgynsauwms DBPSK, DQPSK, CCK, OFDM, 16-QAM, 64-QAM
Be3onacHocTb WEP, WPA-PSK, WPA2-PSK
270 M6wurt/c: -68 abu npn 10% koadpd. nakeTHbIX OWnNBOK;
108 M6wurT/c: -68 obu npn 10% koadhh. NakeTHbIX OLINBOK;
YyBCTBUTENBHOCTb 54 Mowrt/c: -68 gbu npn 10% Koadhd. NaKeTHLIX OLINOOK;
NpUEMHMKa 11 M6ut/c: -85 nbu npun 8% koadd. nakeTHbIX OLWNBOK;

6 MouT/C: -88 abn npn 10% koadd. nakeTHbIX OWMOOK;
1 MouT/c: -90 abwn npu 8% koadbd. NakeTHbIX OLLMBOK

MapameTpbl OKpyXatowen cpeabl

TemnepaTtypa npwu
aKkcnnyartaumm

o1 0°C po 40°C

BriaxxHocTb npwm
aKcnnyaTtaumu

oT 10% po 90% RH, 6e3 obpasoBaHusa koHaeHcaTa

TemnepaTypa npu
XpaHeHuu

o1 -40°C po 70°C

BnaxHocTb npu
XpaHeHnn

oT 5% po 95% RH, 6e3 obpaszoBaHusa KoHOeHcaTa
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MpunoxeHue D: Nnoccapun

>

802.11b — Ctangapt 802.11b onpeagendeTt napameTpbl paboTbl 6eCcnpoBOAHON CeTU NpU
CKOpPOCTU nepeayn aaHHbix 11 M6uT/c, ucnonbsys TexHonormio DSSS. PaboTaeT Ha
HenvueH3npoBaHHOM AananasoHe 2,4 [Ty, ¢ ncnonb3oBaHnem anroputma wmdpposaHna WEP.
K cetam ctangapta 802.11b Tarke oTHocaTcs cetn Wi-Fi.

802.11g — cneundmkauma ons co3gaHnst 6ecnpoBOAHbLIX CETEN CO CKOPOCTbIO Nepeaayn
AaHHbIX 0o 54 MouT/c. UcnonbayeT TexHonornio DSSS, mogynsuunio OFDM n paboTaeTt Ha
HenMueH3npoBaHHOM Anana3soHe 2,4 ['Tu. O6paTHO COBMECTMMa C YCTPOMCTBaMM CTaHaapTa
IEEE 802.11b. UcnonbayeTt anroputm wudposaHna WEP.

802.11n — Ctangapt 802.11n NOCTpoeH Ha npeablaywmx ctangaptax 802.11 nytém
nobaenenns TexHonornm MIMO (MHOrokaHanbHbIN BXOA/BbIXOA), B KOTOPOM UCMOSb3YHOTCSA
HECKOJbKO nepeaaroLmnx U NPUHUMAKOLNX aHTEHH, YTO NO3BONAET YBENNYMTL NPOMYCKHYIO
CnocobHOCTb Yepes NPOCTPAHCTBEHHOE MYIbTUMIIEKCUPOBAHME U NOMYUYNTb BONbLUYO 30HY
OoxBaTa CEeTU 3a CYET MCMNONb30BAHUSA PA3HOro MPOCTPAHCTBEHHOIO PaCofOXKEeHNsSI aHTEHH,
BO3MOXHO, Yepe3 CXeMbl KOANPOBKM, Takne kak kognposka Alamouti. KoHcopunym EWC 6bin
co3faH ans yckopeHus passutus ctaHgapta IEEE 802.11n u npoaBmxeHus cneuundukaumm
TEXHOMOMNM B LENSAX yNy4dlleHNss B3aMMOAENCTBUSA Mexay 6ecnpoBOAHbIMU CETEBLIMU
npoAdyKTamu criegytoLwero noKomeHus.

Touka goctyna (YcunuTtenb 6ecnpoBogHoro curHana) — becnposogHon
LAN-npuémo-nepegatymk unum «6asopasi CtaHUMsa», KOTopas MOXeT NoaknovaTb O4HO UMK
HECKONMbKO 6eCNPOBOAHbIX YCTPOWCTB K MPOBOAHON NTOKanbHOWM ceTh. TOYKM JocTyna MoryT
COeaMHATLCS ApYr C APYroM C NOMOLLBIO pexXumMa «MOCT».

DNS (Cuctema goMeHHbIX MMEH) — KomnbloTepHasa pacnpenenéHHas cuctema, Kotopas
nepeBoanT Ha3BaHUA Beb-caToB (JOMEHHLIE MMeHa) B IP-agpeca.

JomeHHoe nmsa — OnucatensHoe Ha3BaHue Ans agpeca unu rpynnbl agpecos B MHTepHeT.

DoS-ataka (aTaka Tvna «oTka3 B obcnyxuBaHun», ot aHrn. Denial of Service) — Xakepckas
aTaka Ha KOMMbIOTEP WU CeTb € TeM, YTODObI aTakOBaHHbIN KOMMNbOTEP/CETb HE MO
paboTaTb Unu oTBEYaThb Ha 3anpocskl.

DSL (Digital Subscriber Line — umdpoBasi aboHeHTCKas nMHUA) — TexHonorus, Kotopas
NO3BONSET OTNPABMATL UM NOMyYaTh AaHHbIE, UCNOMb3YS CYLLECTBYOLLME TENEGOHHbIE TUHWN.

ISP (Internet Service Provider — NMocTtaBwuk UHTepHeT-ycnyr) — KomnaHua, kotopas
obecneunBaeT goctyn B NHTepHeT.

MTU (Maximum Transmission Unit — MakcumanbHbIA pa3mep 650ka nepeaaym) —
MakcumanbHbIA pa3Mep nakeTa AaHHbIX, KOTOPbIN MOXET OblTb NepeaaH.

SSID - VpeHTudmkatop SSID — aTo Kkntod, BKovaowmn B ceba Ao 32 6ykBEHHbIX U
LUMhpOoBbLIX CUMBOIIOB, KOTOPLIN UCNONL3yeTCca ANa naeHTudmKaumm nokansHom cetn. Ytobbl
GecnpoBoAHble YCTPONCTBA CETU MO OOMEHMBATBLCS OAaHHBIMU, OHU JOIKHbI
ncnonb3oBatb 0guH U TOT e SSID. O6bIYHO 3TO HAaCTPOEYHbIN NapaMeTp Ans
B6ecnpoBogHon kapTbl komnbloTepa. CootBeTcTBYeT ESSID ana 6ecnpoBogHON TOYKK
JocTtyna u umeHn 6ecnpoBogHON CETH.

WEP (Wired Equivalent Privacy — 3kBuBaneHT npoBoAHOM 3awmThbl) — MexaHuam
LWMPOBaHNS Ha OCHOBE 64-, 128- nnn 152-6MTHOrO COBMECTHOTO KITHo4a, Kak yKka3aHo B
ctaHgapte |IEEE 802.11..

Wi-Fi — Kommepueckoe Ha3BaHue u Toprosas mapka Wi-Fi Alliance anst 6ecnpoBogHbIx
CeTen N HEKOTOPbLIX MPOAYKTOB Ha 6a3e cemelicTBa ctaHgapToB IEEE 802.11.
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WLAN (Wireless Local Area Network) - BecnpoBoaHas nokanbHas ceTb — rpynna
KOMMbIOTEPOB U CBA3aHHbBIX YCTPOWCTB, B3aMMOAENACTBYOLLNX APYr C APYroM Yyepes
GecnpoBoaHyHO Nepeaady AaHHbIX B OrpaHNYeHHOM panoHe.

WPA (HacTtpoiika 3awmwéHHoro Wi-Fi) — WPA npeactaBnsieT coboi TEXHOMOINI0 3aLuThbl
©ecnpoBOAHbIX CETEN, KOTOPAA UCMONb3YET YIyYLUEHHbIA anropuTM ayTeHTUMKaLmMm 1
LWMdpoBaHMs No cpaBHeHuto ¢ TexHonornen WEP (Wired Equivalent Privacy). WPA
nosBMnach kak oTBeT Ha HegocTaTku TexHonornn WEP. KntoueBbiM npenmyLLecTBoM
TexHonormm WPA aBndeTca ncnonb3oBaHne NpoToKona LeNoCTHOCTU BPEMEHHOIO Kroya
(TKIP). TKIP yctpaHsieT HegocTaTtku wndposaHus WEP. Opyron kniovesorn komnoHeHT WPA
— 3TO BCTPOEHHbIV MeXaH3M ayTeHTudukaumm, kotoporo HeT y WEP. 3ta ocobeHHOCTb
nossonsiet WPA obecneumBaTb HagéxHyto 3awmty VPN-TyHHensam ¢ nomowbio WEP,
npeanaras npu 9ToM NPOCTOTY yNpaBreHus 1 UCNOoMb30oBaHus. s ncnonb3oBaHUSA Takoro
TMna 3awmTbl Heobxoanm RADIUS-cepsep 1 nogaepxka 802.1x. Wi-Fi Alliance Ha3biBaeT
Takon Tvn 3awmnTbl WPA-Enterprise. OgHa n3 pasHoBugHocten WPA HasbiBaeTcss WPA Pre
Shared Key (c ucnonbaosaHmem obLuero kntoya) nnm kopotko — WPA-Personal. 3toT T1n
3aWmnThl NpeacTaBnsaeT cobon ansTepHaTmBy goporomy RADIUS-cepeepy. WPA-Personal —
3TO YNPOLLUEHHAs TEXHOMOIMS 3aLnThbl, HO BCE XXe A0CTaTOYHO HagéxHasa dopma
wndpoBanna WPA, Hanbonee nogxoasiasn ons gomaiuHmx 6ecnpoBoaHbix ceten. [Ansa
ncnone3oBaHua WPA-Personal Heobxoanmo ykasaTb CTaTUHECKUIA KoY Uy "napornb” Kak u
B cnyyae ¢ WEP, Ho npu ncnonbsosanumn TKIP, wngposaHmne WPA-Personal asTomatnyecku
MEHSIET KINtoYM Yepes Kakon-TO NPOMEXYTOK BPpEMEHM, CUMbHO 3aTPYAHAS Xakepam 3agady,
€CIN1 OHW MbITaKTCA yragatb Naporb N B3nomaTtb CeTb.
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